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Introduction

® Name : Nicholaus Ola Malun,S.Si
B Nick Name : Nico

B Country : Jakarta, Indonesia

B Bachelor degree on Physics, 2007

B Work at Ufoakses Indonesia
" Mikrotik Resseler,ISP,Mikrotik &Training Partners
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My Company

B PT Ufoakses Sukses Luarbiasa
B | ocated at Jakarta Indonesia
® Using RouterOs since 2005
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Basic Wireless

® Wireless network is technology which
iInterconnected to computer using radio
frequency as transmission media

B Wireless networking work in the data link
layer and Uses Protocol 802.11 a/b/g/e
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The 802.11 Protocol Stack

Logical link control
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5 Data link
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. Physical
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Wireless Topology




Wireless & Mikrotik

® \WWhy Using Mikrotik Wireless
— Flexible
— Powerfull
— Routing Capabillities
— Capability to do virtual AP
— Wide range voltage power input
— Lots of feature
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Wireless Network
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What is Access Point ?

® A device that allows wireless
communication devices to connect to a
wireless network.

B As RF Signal Transmiter

® There are several modes of AP
— AP Bridge ( Point To Multi Point )
— Bridge ( Point to Point )
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What is Virtual AP ?

® Virtual Access Point (VAP) interface is
used to have an additional AP

® You can create a new AP with different
ssid and mac-address

B |t can be compared with a VLAN where
the ssid from VAP is the VLAN tag and
the hardware interface is the VLAN switch.

® You can add up to 128 VAP interfaces for
each hardware interface.
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When Use Virtual AP ?

® The Lack of physical wireless Interface

® Virtual APs allow a single interface to offer
multiple services, as well as enabling multiple
function to share the same physical
infrastructure. Such As for Hotspot, Connecting
to building,etc..

B Allow a single provider to offer multiple services,
as well as enabling multiple providers to share
the same physical infrastructure.
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Why used Virtual AP ?

B Profitable because we only use just a
single interface for many services

B This works as a “VLAN”, but on a wireless
Interface

® Fvery virtual AP could be given a IP
address and unique SSID
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How to Create Virtual AP In
Mikrotik

I [nierface List
Interface | Ethemet | EolP Tunnel  IP Tunnel  %LaM  %RRFP  Bonding
g

EoIP Tunnel
IP Tunnel

[Atheros AR5, 0 bpsz

VIRTUAL AP INTERFACE
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Or Create in Wireless table

B Wiraless Tahles
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How to Create New Virtual AP ?

| B New Interface @ |
General wieless WDS  Status | Traffic
Name: | wiand
Type: MirtualsP
PTL: | 1500

ARP: | enabled

Chip Irfa:
Torch |
PCI Info:

| Simple Mode |
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Wireless Tab

B New Interface @

b aster Interface:
Area;

Security Profile; |

ation Count:

Froprietary E=

"Wk Support: | disabled * | e

Default &P Tx Rate: * bps

Simple Mode

Default Client Tx Rate: * bpz

v Default Authenticate
v Default Fonsard
Hide 5510

http://www.ufoakses.co.id
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WDS Mode In VAP

Il New Interface @

WS | Statuz | Traffic

WS Mode: |fafEE=Es

WS Default Bridge: | none . | Apply

WOS Default Cost: 0 Dlizable

W5 Cost Range: |0

| WwDS Ignore 551D Gy

Remove

Simple Mode
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Look at the new Interfaces

B Wireless Tables @

ehabled
ehabled
ehabled

B itemz out of 15
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The Results

15 Wireless Network Connection 2

T Choose a wireless network

A pefresh network list Click am item in the lisk below ko connect to a w

infarmation,

MIKROTIK

Unsecured wireless netwark

¥YAP1

Unsecured wireless network,
YapP3

= Change the o
preferred nek i Unsecured wireless network,

YAPZ

Unsecured wireless netwark

YAP4

Unsecured wireless netwark

YAPG

Unsecured wireless netwark
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Virtual AP Properties

Arp = ARP mode

default-authentication = whether to accept or reject a
client that wants to

associate, but i1s not in the access-list

default-forwarding = whether to forward frames to other
AP clients or not

Hide-ssid = whether to hide ssid or not in the beacon
frames:

MAC-address = MAC address of VAP. You can
Define your own value for mac-address
Master-interface = hardware interface to use for VAP
SSID = the service set identifier
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VAP Scenarios

B { SSID for link intranet with hidden SSID

® 1 SSID for remote access with Security
proflle ( WPA,WEP )

1 SSID for tunnel with EOIP
1 SSID for public Hotspot

1 SSID for WDS / Mesh

1 SSID for dial PPP via Wifi
Etc...
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Case Study in Campus Network

® Requirements :
— Utilizing wireless network link

— 3 building must be connected, each parted with approximately
300m range

B Solutions :
— Equipments :
" 1 RB 600 and 1 antena omnni 9 dBi
= 2 RB 411 for station with panel antena 14 dBi
— Use 3 VAP for
" Connected the building A,B,C
" Must Be Public hotspot in outdoor area
" Need Tunnel EOIP for VOIP Server
" Monitoring wifi
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Network Scheme in Campus
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Create AP as Master Interface
at Building B

M Interface <wlan1=

Advanced

. | ap bridge

. 2 4GHz-B/G

:  MIEROTIE,

Radio Mame:
Scan List;

Security Profile;

Frequency Mode:
Countny:
Antenna Mode:

Antenna Gain:

Qoac41

default

rnarial bpower
no_cauntry_set
antenna a

.| None

Proprietary E

Wikdkd Support:

Default AF Tx Rate:

Drefault Client Tw R ate:
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2. Create 3 VAP in Wlant

M Interface <wlan4d>

Traffic Traffic
SID: [HOTSPOT - ): [ REMOTE

wianT * wlani ¥
itw Profile: | profile > o | default

ity Profile; | default ¥

Drefault AP T Rate: * bps Drefault AF T« Rate: * bps

Default Client T« R ate: ¥ bps Diefault Client Tx Rate: ¥ bps
Drefault Awither

v Default Auther
d

d
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New Interface has been created !!

B Wireless Tables

Interfaces | Mstieme Dual 2 izt Registration  Connect List  Security Profiles

T R :T:-: Pac... .FI wPac... B ARP 'r-.-1 ode EI and
1800 1] |:||:|:5: 0 bos [l
1500 1] |:||:|:5:

0 0 00:0C:4218:39.0 enabled apbri.. 24GH...
= " : : enabled

{4 items out of 13
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3. Add IP Address for new Interface
( Wlan2,wlan3,wlan4 )

I Address List

T

. Metwork Broadcast Interface -

192.168.24.0 32.168.24.2558  etherl

A |F'_ Tao Tunne
771.1.1.1/30

< |

5 items
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Scenario 1:
Try Connect with SSID “ REMOTE ©

for Maintenance services

" Choose a wireless network

Refresh netwark list Click. an item in the list below to connect ta a wireless network in range or to get mare = hables
infarmation.

diponegoro Connected '_':'? A

(« T]\ )}
IInsecured wir uﬁﬂﬂ n

REMOTE Manual Y

-
ﬁ Security-enabled wireless netwaork (WPA) Hﬁﬂ-ﬂ.l!

This netwark requires a network key, IF vou want ko connect ko this
netwiork, click Connect,

Wireless Network Connection

ITITIT T Y]
Unsec

HOTS

Conneck | I Cance
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Scenario 2 :
Results Connect to VAP 3 ( wlan4 )
between Router for Tunnel function

B Wireless Tables

Intetfaces | Natreme Dual | £ st Registration | Connect List Security Profiles

1500 Obpe
1500 [
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Scenario 3
Setup VAP 2 ( Wlan2 ) For Hotspot

Services
B |P Hotspot

B Setup hotspot in interface wlan 2

[ ] JUSt next Step _____ http://www.ufoakses.co.id
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..8 step for build hotspot

Servers | Server Profiles | Users | User Profiles | Active | Hosts | IP Bindings Service Ports | Walled Garden .
5

M ame |nterface / ‘ool | Prafile

& hotspot] wlanz E-pool- hzprofl

Hotspot Setup

Setup has completed s

B Hotspot will be ready to use !!

http://www.ufoakses.co.id
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Scenario 4
Connected building using Wifi

B 2 routerboard at another building is set as
follow mode station and connected to
SSID MIKROTIK ( Wlan1 )

B \Wlan1 is set as follow :
— Mode Ap-Bridge
— Band 2,4 GHz B/G
— Hidden SSID
— Access list
— And Enable WMM

http://www.ufoakses.co.id
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Wireless Access List

— Wireless Tables

Mztreme Dual

Faonaarding -

—

_ AP Access Rule =00:0C:42:0C:04:ED =

Addr O 0C

Interface: [wlanl

Signal Strength Range: (120,120

AP T Lirnit:

Cliert T Lirnit:

Authentication

Fomwarding

Frivate ey |none
Frivate Pr ared K.ey:
& — Time

Time: 080000 -(18:00:00

ZLN v mon (v tue v owed (v thu v fri
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Created Interfaces has been shown

bellow :

M Interface List

Interface | Ethemet EolP Tunnel 1P Tunnel  YLAN  YRRFP  Bonding

=] | T

Type T _
ridgel Bridge 0 bpz
oip-tutinel] EalP Tunnel 0 bps
Ethermet 39.3 kbps
VLA 0 bps
Etherret 0 bps 0 bpsz
Ethernet 0 bps 0 bpz
Ethernet 0bps 0bps
4 ether Ethernet 0 bps 0 bpsz
45+ etherb Ethernet 0 bps 0 bpsz
Ethernet 3 0 bpz

http://www.ufoakses.co.id

34



Quizz

® How many maximum virtual AP that you
can create in a single physical interface ?

® Anyone with the correct answer will be
rewarded a brand new RB 411 router +
Adaptor, Free!!
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THANKS !
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