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Bandwidth-based load-balancing =
with failover. The easy way.

We need more bandwidth.
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Load-balancing, why?

e Distributing workload to multiple network links to
maximize throughput and minimize latency.

e Using multiple network links, when properly
configured, will also provide redundancy.
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Load balancing types

Bonding

Policy routing
PCC

Bandwidth based

— ee——
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Load balancing types

Bonding - 802.3ad LACP

meit/s
meit/s
200 mbit/s

100 mbit/s 100 mbit/s
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Bonding

+ Easy to implement
Automatic redundancy with fail-over

- You need to control of both ends of the link
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d Policy routing

+ Easy to implement
You have exact control of traffic

- Not dynamic
Scalability problems
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PCC
per connection classifier

ISP1

| Router
( U

conn_1->ISP1 conn_1-> ISP1

conn 2 ->ISP2 conn_2 -> ISP2

conn_3 -> ISP1 = conn_3 -> ISP1 Y
conn_4 -> ISP2 conn_4 -> ISP2 |
conn_5 -> ISP1 conn_5 -> ISP1

etc. etc.
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PCC

+ Easy to configure
Good scalability

- Not aware of link state (bandwidth wise)
Not so great with very un-similiar links (4:1)
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Load balancing types

For presentations on these load-balancing
methods, please see

www.tiktube.com — PL 2010 and PL 2012
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internet Internet

Bandwidth based
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N Why use bandwidth-based LB

+ Easily scalable
+ Takes link status into consideration
+ You have control over the connections

+ You decide when the switch to second link
happends (on 10mbit link, switch after 50% util.)

- Comes with its own problems
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S implementation considerations

* There are multiple ways to do bandwidth based
load balancing, neither is so easy.

 MPLSTE
* Mangle + bit of scripting <-- this presentation

www.tiktube.com —PL 2010 and PL 2012
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~ DD

Fitter Rules e Service Poris  Connections |Mdr&ss|_ists Layer7 Protocols
(=] |

| Src. Address

! |D5t. Address

|Prota... |Connecti... |Connecti... |P2P

[Timeout | TCP State |

192.168.2.110:40244
192.168.2.110:47716
192.168.2.110:60474
192.168.2.111:45323
1592.168.2.111:45333
1592.168.2.111:45834
1592.168.2.111:50264
1592.168.2.111:50265
1592.168.2.111:50963
152.168.2.111:50980
1592.168.2.111:50981
1592.168.2.111:50982
1592.168.2.111:50983
192.168.2.111:50984
192.168.2.111:50985
132.168.2.111:30386
192.168.2.111:50387
192.168.2.111:509828
192.168.2.111:50983

b e e Sl S S Sl S S SO SO S Sl Sl e Sl S S =

199.167.177.38:1237
173.134.70.188:5228
199.167.177.59:1237
64.4.23.141:40047
65.55.71.73:443
78.141.175.11:12350
69.171.227 6730
69.171.227 6730
173.154.39.68:20
173.154.39.65:80
173.154.39.65:80
173.154.39.65:80
173.154.39.71:80
173.154.39.71:80
173.194.39.71:80
173.134.39.71:80
173.134.39.78:80
173.194.39.72:20
173.194.39.72:20

6 ftcp)
6 ftcp)
6 ftep)
6 ftcp)
6 ficp)
6 ficp)
6 ficp)
6 ficp)
6 ficp)
6 ficp)
6 ftep)
6 ttep)
6 ttep)
6 ftep)
6 ftcp)
6 ftcp)
6 ftcp)
6 ftep)
6 ftep)

23:51.59 established
23:39:53 established
13:11:05 established
235419 established
235359 established
23.45.:59 established
235428 established
235428 established
23:54.45 established
235836 established
23:58:36 established
23:58:36 established
23:58:36 established
23:58:36 established
23:58:36 established
23:58.36 established
23:58:36 established
23:58.36 established
23:58.36 established

223 items out of 224 (1 selected)

Mazx Entries: 0

TCP 5yn Sent Timeout
TCF 5yn Received Timeout
TCP Established Timeout
TCF Fin Wait Timeout

TCP Close Wait Timeout
TCP Last Ack Timeout

TCP Time Wait

TCP Close

UDP Timeout

UDP Stream Timeout

ICMP Timeout

Generic Timeout

Enabled

: |DD:DD:05

: |DD:DD:D5

- [1d p0:00:00

. [D0:00:10

- [p0:00:10

. [D0:00:10

- [p0:00:10

. [D0:00:10

- [p0:00:10

: |DD:DS:DD

. [D0:00:10

: [p0:10:00

[] TCP SynCookie




What is a connection

We can define a connection as a packet flow with
the same pair of source and destination IP
addresses and ports.

In case of UDP, this is would be an UDP stream.

192.168.2.10:49481 <-> 8.8.8.8:53
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e Mangle is a facility in ROS which allows us to
“mark” packets or connections, and later use
that mark for our purposes.

* Mangle marks do NOT leave the router.
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IP ARF
ﬁ Accounting
MPLS Addresses
Routing DHCP Client
System DHCP Relay
Queues DHCP Server
Files DNS
Log Firzwall
Radius Hotspat
Tools |Psec
New Terminal Neighbors
MetaROUTER Packing
Make Supout ff Pool
Manual Routes
Bt SMB
SHNMP
Services
Socks
TFTP
Traffic: Flevar

Firewall

Fiter Rules  MAT [ Mangle | Service Ports | Connections | Address Lists  Layer7 Protocols

E”E‘ @ |3: Reset Counters ||l:ll:l Reset All Counters | |:"--:.‘

|l |

#|  |Action [Chain |Src. Address |Dst. Address | Froto... [Sre. Port | Dst. Port

[in. Inter...|Out. Int...|*

12 items

N

/ip
firewall
mangle

PARE T e R

L —

E—
-
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Routing tables

* A routing table tells the router which next hop
to forward packets to, depending on the
packets destination IP.

* 0.0.0.0/0 -> 77.21.34.12
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Route List
Routes | Nexthops Rules VRF

% &= | T

FPPo E ".-'ANre h ble

Dst. Address Gateway
AS  F0.000/0
i5 I 0.0.0.0/0 1.2.3
S I 0.0.0.0/0 22 ??
DAC F192.168.2.0/24 eth2LANre chal I:uI
DAC F172151.0/24 VPN Atrs unreachable

DAC
DAC

P10.20.30.0/24  eth1- 'II'AN reachable
I+ 213.81.234 247 PPPoE-WAN reachable

Routing tables — part 2

g « By default all packets are

put into the “main”
routing table

We can create our own
routing tables, and force
packets to use them.
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Topology

internet Internet

Router



Required steps

Create routing tables
Setup address-lists

Setup mangle
Configure Traffic Monitor

www.atris.sk



Basic configuration

/interface ethernet
set 0 name=LAN
set 3 name=ISP_1
set 4 name=ISP_2
/ip address
add address=192.168.22.1/24 interface=LAN
add address=1.1.1.32/24 interface=ISP_1
add address=2.2.2.65/24 interface=ISP_2
/ip firewall nat

add action=masquerade chain=srcnat out-interfacg=ISP_1__

add action=masquerade chain=srcnat out-interface=ISP_2

R A
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Routing tables

| /iproute

add gateway=1.1.1.1 distance=1
add gateway=2.2.2.1 distance=2

add gateway=1.1.1.1 routing-mark=ISP1_Route distance=1
add gateway=2.2.2.1 routing-mark=ISP2_Route distance=1

n gt
[
E—
-




Routes |Neshops udes VRF

=] (=] (=] (7]

Dst. Address ¢ |Gateway
A5 F0.0.00/0 1.1.1.1 reachable ISP_1
S P00.00/0 2.2.2 1 reachable ISP_2
AS TP 0.0.0.0/0 1.1.1.1 reachable ISP_]
AS P 0.0.00/0 2.2.2 1 reachable ISP_2

DAC F1.1.10/24 ISP_1 reachable
DAC F2220/24 ISP_2 reachable 22265
DAC I 152.168.22.0/... LAN reachable 152.168.221




Route List

Routes | Nesthops = Rules  VRF

4 =]

Dist. Address Gateway
AS P 0.000/0

+l

istance | Routing Marc  |Pref. Source |+
1.1.1.1 reachable ISP_1

5 P 0.0.0.0/0 2.2.2.1 reachable 15F_2

AS P 0000/

1.1.1.1 reachable ISP_1

AS 000050
DAC 1110024 ISP_1 reachable
DAC 2220724 ISP_2 reachable

DAC [ 152.168.22.0/24 LAN reachable

2.2.2.1 reachable |5P_2

Mraffic to connected networks

Connected networks are
only in the “main”
routing table

We need to make sure
that traffic to these
networks stays in the
main routing table.
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/ip firewall address-list
add address=1.1.1.0/24 list=Connected
add address=2.2.2.0/24 list=Connected
add address=192.168.22.0/24 list=Connected
add address=192.168.22.0/24 list=LAN

/ip firewall mangle
add chain=prerouting src-address-list=Connected
dst-address-list=Connected action=acce|§c'

"¥Connected networks — part 2



Topology — take 2

* |n this topology, there are 4
possible traffic flows

e WAN -> Router
* Router -> WAN

e WAN -> LAN
e LAN -> WAN ,
n SR ke
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B laking care of incoming connections
e When a connection is initiated from the internet
through one of the ISPs we need to ensure that this
connections is replied through the same ISP (from

the same public IP)

* We need to mark these connections, and then put
them in the proper routing table.

WWW.atris.sk
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s ROuter marking — WAN -> Router

e Catch the connection from internet to the
router, and mark them. .

/ip firewall mangle
add chain=input connection-mark=no-mark in-interface=ISP_1
action=mark-connection new-connection-mark=WAN1->ROS

add chain=input connection-mark=no-mark.in-interface=ISP_2
action=mark-connection new-connection-mari=WAN2->R0OS

Www.atris.sk



:#. 'ROuter marking — WAN -> Router

 Then put these connections into the proper
routing tables. | .

add chain=output connection-mark=WAN1->R0OS
action=mark-routing new-routing-mark=ISP1_Route

add chain=output connection-mark=WAN2->R0OS
action=mark-routing new-routing-mdfk=ISP2&8Route  —::

Www.atris.sk



Taking care of the LAN

 Same principle applies to the LAN.

e Connections initiated from the internet
through one ISP, should be replied to through
the same ISP.

WWW.atris.sk



LAN marking

/ip firewall mangle

add chain=forward connection-mark=rfo-mark in-interface=ISP_1
action=mark-connection new-connection-mark=WAN1->LANs

add chain=forward connection-mark=no-mark in-interface=ISP_2
action=mark-connection new-connection-mark=WAN2->LANs

add chain=prerouting connection-mark=WAN1->LANs src-address-list=LAN
action=mark-routing new-routing-mark=ISP1_Route

add chain=prerouting connection-mark=WAN2->LANSs src-address-list=LAN
action=mark-routing new—routing-mark:ISPZ_Roug

WWW.atris sk
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Incoming connections - done

e We have ensured that when a connection
from the internet to our router, or services
inside of our network is established, it works.
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LAN — partially done

e Connections from the internet to our LAN will
now work through both ISPs

* So what about connections outgoing from our
LAN to the internet?

 These we actually want to load-balance.
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A sticky connection

e A sticky connection is a connection, that once

established through one interface, will always go out
that exact interface.

* This is required, because when we switch to a second
link, we only need to switch new connections.

* |n PCC, this is done automatically. Using our approach
however, this has to be done manually.
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LAN -> WAN mangle

/ip firewall mangle

add chain=prerouting connection-mark=no-mark src-address-list=LAN dst-address-
list=1Connected dst-address-type=!local action=mark-connection

new-connection-mark=LAN->WAN

add chain=prerouting connection-mark=LAN->WAN src-address-list=LAN
action=mark-routing new-routing-mark=ISP1_Route
comment="Load-Balancing here"

e Configuring this, we can now manually influence which

routing table will our connection from LAN‘to the internet
take. =
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add

add

add

add

Sticky connections

prerouting LAN->WAN
mark-connection Sticky ISP1
prerouting LAN->WAN
mark-connection Sticky ISP2
prerouting Sticky ISP1
mark-routing ISP1_Route
prerouting Sticky ISP2
mark-routing ISP2_Route

ISP1_Route

ISP2_Route

LAN

LAN

* This will assure that once a connection is routed
through one ISP, it will stay there no matter what.
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Mangle in GUI B

Firewall

3§ Fiter Rules = MAT Mangle |Semc:& Portz Connections  Address Lists  Layer? Protocols I
1] il .
, IEIIEI @ |‘§: Reset Counters Huu Reset All Courters | | Find | |EI|| ||3| | :
H | |Minn |Chair1 || I| I|:| I| In. Interface |i|Cannectinn |HOLrtir1g Marlerc. Addre...| Dst. Addre... | New Connection Mark |New Routing Mark ||v 1
i1 Connected networks - ACCEPT 3.
0 o accept prerouting Connected Connected o
o WAN -= ROS5
1 & mark connection  input ISP_1 no-mark WAN1T--ROS5 1€ i =
2 # mark connection  input ISP_2 no-mark WANZ-=ROS L
3 # mark routing output WANT-:ROS ISP1_Route (o
4 # mark routing output WANZ-=ROS 15P2_Route (f
s WAN == LANSs
5 & mark connection  forward ISP_1 no-mark WANT-=LANs (
6 & mark connection  Forward ISP_2 ro-mark WANZ-:LANs ( !
7 # mark routing prerouting WWANT-=LANs LAN ISP1_Route o] ) -
&  # mark routing prerouting WANZ-=LAMNs LAN ISPZ2_Route (l 198 1
s LAN == WAN
9 4 mark connection  prenouting no-mark LAN IConnected  LAN-=VWAN (f :
:; Load-Balancing here 1 tis
10 # mark routing prerouting LAM-=WAN LAN ISP1_Route (l ,
. Stick connections after this 12
11 & mank connection  prerouting LAN-=VWAN I15P1_Route Sticky _[SP1 ((§ ]
12 # mark connection  prerouting LAM-=WAN ISPZ_FRoute Sticky_|SP2 (l hi
13 mark routing prerouting Sticky_ISP1 LAN ISP1_Route (@
14 # mark routing prerouting Sticky_ISP2 LAN ISPZ_Route (o S
.—\ :
15 items I e ‘
. NS SK




¥ \What's the final result?

* We can load balancing manually

 Connections go out ISP1, then we can switch
the mangle rule to ISP2, but connections
already using ISP1 will stay there.
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tomating based on ba

r

Traffic Monitor <LB1=
Mame:
Interface: |ISP_1

Traffic: |received

Trigger: |Ebﬂ\|"&

Threshold: 5242880

On Event:

log waming "LB Debug: 15P 1 overoaded, switching to ISP2";
/ip firewall mangle set find comment="Load-Balancing here"] new-routing-mark=|5F2_Route




Traffic Monitor <L B2

MName:

Interface: |ISP_1

On BEvert:

Jog waming "LBE Debug: ISP back to nomal”;
/ip firewall mangle set find comment="Load-Balancing here"] newsouting-marc=|5P 1_Route




* Connections routed through ISP1, until its link is
at 5mbit/s.

e After this limit all new connections will go
through ISP2 until the ISP1 link is under its limit.

 Automated, bandwidth-based load balancing.
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Dst. Address:

Gateway: |1.1.1.1

* |f the gateway

Check Gateway: |ping

Type: |uri

Distance:

Scope:

Target Scope: |10
Routing Markc: |15P1_Route

enabled

can’t be pinged,
all routes using

this gateway will
become invalid.

i

— ee——
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A different approach

* This approach will not work if the link failure
happens after the gateway.

e Recursive route lookup, netwatch etc.

. http://wiki.mikrotik.com/wiki/FaiIover_Scr‘ipting
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