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About Me

® Steve Discher, from College Station, Texas, USA

® Class of ‘87 Texas A&M University
® Using MikroTik since early 2004 when | started my first VISP
® Author of the book “RouterOS by Example”

® MikroTik Certified Trainer and teach RouterOS classes,
MyWISPTraining.com

® Operate a wireless distribution company, ISPSupplies.com
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. What is load balancing
and
why would | want it?
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2. Which method should |
pick and how does it work?
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3. Ok, | want it but how do |
set it up?
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Typical Scenario Requiring Load Balancing
Problem: No high capacity circuits available, DSL only

DSL

- LICIEICICT

Hotel, Apartments, etc.
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Typical Scenario Requiring Load Balancing

Solution: Multiple low capacity circuits, RouterOS load balancing

DSL
DSL
DSL

- ICICICI

Distribution: Fiber, Copper, Wireless, etc.

Hotel, Apartments, etc.
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. What is load balancing and why would |
want it?
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. What is load balancing and why would |
want it?

* Process to utilize multiple internet connections in such a
manner as to proportionately distribute internet traffic across
all the connections.
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. What is load balancing and why would |
want it?

* Process to utilize multiple internet connections in such a
manner as to proportionately distribute internet traffic across

all the connections.
* Distribution may be symmetrical or asymmetrical depending

on circuit availability.
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. What is load balancing and why would |
want it?

* Process to utilize multiple internet connections in such a
manner as to proportionately distribute internet traffic across
all the connections.

* Distribution may be symmetrical or asymmetrical depending
on circuit availability.

e Useful when the downstream bandwidth requirement to a
single routing device exceeds the capabilities of a single
internet circuit.
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Options Available

Load Balancing in General
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Options Available

Load Balancing in General

* First, the type of load balancing we are discussing today should
not be confused with any type of bonding protocol or sub-packet
based load balancing.
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Options Available

Load Balancing in General

* First, the type of load balancing we are discussing today should
not be confused with any type of bonding protocol or sub-packet
based load balancing.

* Bonding, MLPP, etc. require that the protocol be recognized on
both the subscriber and provider ends. Not available with
commodity internet connections.
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Options Available

Load Balancing in General

* First, the type of load balancing we are discussing today should
not be confused with any type of bonding protocol or sub-packet
based load balancing.

* Bonding, MLPP, etc. require that the protocol be recognized on
both the subscriber and provider ends. Not available with
commodity internet connections.

e Can’t simply bridge two DSL or Cable modem connections,
doesn’t work.
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Options Available

Load Balancing in General

* First, the type of load balancing we are discussing today should
not be confused with any type of bonding protocol or sub-packet
based load balancing.

* Bonding, MLPP, etc. require that the protocol be recognized on
both the subscriber and provider ends. Not available with
commodity internet connections.

e Can’t simply bridge two DSL or Cable modem connections,
doesn’t work.

* There are several methods to provide load balancing in
RouterOS.
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Example

e 00 MikroTik Wiki

(1) P | @ wiki.mikrotik.com/wiki/Main_Page c ] (*3~ ecmp Q) G
“§ Estes Park Weat... [ | pla_uge Profile (-] Mikrotik'’z [ | New Tab { | Fly Fishing Rock... " ISP Supplies - E.. ¢ Fishing Report -... » [ B¢

& MikroTik Wiki |

Log in

& ] |
Mikror 1k e

Advanced search
Create a book Download as PDF Printable version Main Page Recent changes

load balancing site:http://wiki.mikrotik.com
About 88 results (0.27 seconds)

Ads related to load balancing site:http://wiki.mikrotik.com Why these ads?

Load Balancing Solution | BarracudaNetworks.com
www.barracudanetworks.com/

8 8 h it S ' Easy-To-Use Appliance Distributes Network Traffic Across Servers.
-

Load Balancing 101 | f5.com
www.f5.com/load_balancing
Learn the 'Nuts & Bolts' of Load Balancing with F5's White Paper

Citrix® Load Balancer | Citrix.com

www.citrix.com/NetScaler

5X Capacity On-Demand App Delivery. 10+ Free Load Balancing Whitepapers
Choose Your NetScaler Trial - How NetScaler Helps Your Business

ECMP load balancing with masquerade - MikroTik Wiki
wiki.mikrotik.com/wiki/ECMP_load_balancing_with_masquerade

Apr 7, 2009 — This example is improved (different) version of round-robin load
balancing example. It adds persistent user sessions, i.e. a particular user ...

@S PSupplies Per-Traffic Load Balancing - MikroTik Wiki

wiki.mikrotik.com/wiki/Per-Traffic_Load_Balancing
Sep 3, 2010 — As a result of this limitation load-balancing multiple internet backbone
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Options Available

Load Balancing Options With RouterQOS:
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Options Available

Load Balancing Options With RouterQOS:

* ECMP - Equal Cost Multi-Path Routing
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Options Available

Load Balancing Options With RouterQOS:

* ECMP - Equal Cost Multi-Path Routing
* Per-address pair load balancing
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Options Available

Load Balancing Options With RouterQOS:

* ECMP - Equal Cost Multi-Path Routing
* Per-address pair load balancing
* Doesn’t work well for certain protocols, connections break when routing
table flushes every ten minutes to prevent DOS attacks
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Options Available

Load Balancing Options With RouterQOS:

* ECMP - Equal Cost Multi-Path Routing
* Per-address pair load balancing
* Doesn’t work well for certain protocols, connections break when routing
table flushes every ten minutes to prevent DOS attacks
* Nth Load Balancing - Per connection load balancing, with the addition
of persistent connections
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Options Available

Load Balancing Options With RouterQOS:

* ECMP - Equal Cost Multi-Path Routing
* Per-address pair load balancing
* Doesn’t work well for certain protocols, connections break when routing
table flushes every ten minutes to prevent DOS attacks
* Nth Load Balancing - Per connection load balancing, with the addition
of persistent connections
* Hybrid / Custom Setups - Solutions based on one or more methods
above with the addition of scripts or policy routing to make the solution
more intelligent.
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Options Available

Load Balancing Options With RouterQOS:

* ECMP - Equal Cost Multi-Path Routing
* Per-address pair load balancing
* Doesn’t work well for certain protocols, connections break when routing
table flushes every ten minutes to prevent DOS attacks
* Nth Load Balancing - Per connection load balancing, with the addition
of persistent connections
* Hybrid / Custom Setups - Solutions based on one or more methods
above with the addition of scripts or policy routing to make the solution
more intelligent.
* Bandwidth based load balancing - MPLS, Traffic Engineering, etc.
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Options Available

Load Balancing Options With RouterQOS:

* ECMP - Equal Cost Multi-Path Routing
* Per-address pair load balancing
* Doesn’t work well for certain protocols, connections break when routing
table flushes every ten minutes to prevent DOS attacks
* Nth Load Balancing - Per connection load balancing, with the addition
of persistent connections
* Hybrid / Custom Setups - Solutions based on one or more methods
above with the addition of scripts or policy routing to make the solution
more intelligent.
* Bandwidth based load balancing - MPLS, Traffic Engineering, etc.
* PCC - Per Connection Classifier
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Options Available

Load Balancing Options With RouterQOS:

* ECMP - Equal Cost Multi-Path Routing
* Per-address pair load balancing
* Doesn’t work well for certain protocols, connections break when routing
table flushes every ten minutes to prevent DOS attacks
* Nth Load Balancing - Per connection load balancing, with the addition
of persistent connections
* Hybrid / Custom Setups - Solutions based on one or more methods
above with the addition of scripts or policy routing to make the solution
more intelligent.
* Bandwidth based load balancing - MPLS, Traffic Engineering, etc.
* PCC - Per Connection Classifier
* Simple, effective, scalable, no nasty side effects
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Options Available

Load Balancing Options With RouterQOS:

* ECMP - Equal Cost Multi-Path Routing
* Per-address pair load balancing
* Doesn’t work well for certain protocols, connections break when routing
table flushes every ten minutes to prevent DOS attacks
* Nth Load Balancing - Per connection load balancing, with the addition
of persistent connections
* Hybrid / Custom Setups - Solutions based on one or more methods
above with the addition of scripts or policy routing to make the solution
more intelligent.
* Bandwidth based load balancing - MPLS, Traffic Engineering, etc.
* PCC - Per Connection Classifier
* Simple, effective, scalable, no nasty side effects
* Per-address pair load balancing method
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2. How does it work?
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2. How does it work?

e PCC divides the incoming data into streams and then uses
routing rules to sort the traffic evenly (or not) across multiple
WAN connections.
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2. How does it work?

e PCC divides the incoming data into streams and then uses
routing rules to sort the traffic evenly (or not) across multiple
WAN connections.

* This is done by:
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2. How does it work?

e PCC divides the incoming data into streams and then uses
routing rules to sort the traffic evenly (or not) across multiple
WAN connections.
* This is done by:
|. Using a hashing algorithm to first sort the traffic based on
source address, source port, destination address, destination
port or various combinations thereof.
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2. How does it work?

e PCC divides the incoming data into streams and then uses
routing rules to sort the traffic evenly (or not) across multiple
WAN connections.
* This is done by:
|. Using a hashing algorithm to first sort the traffic based on
source address, source port, destination address, destination
port or various combinations thereof.
2. Using packet marking and routing marks and several
routing tables to ensure traffic follows a specified route out
the specified WAN interface.
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2. How does it work?

e PCC divides the incoming data into streams and then uses
routing rules to sort the traffic evenly (or not) across multiple
WAN connections.
* This is done by:
|. Using a hashing algorithm to first sort the traffic based on
source address, source port, destination address, destination
port or various combinations thereof.
2. Using packet marking and routing marks and several
routing tables to ensure traffic follows a specified route out
the specified WAN interface.
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Understand the Solution
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Understand the Solution

* MikroTik RouterOS is extremely powerful and configurable,
so this can be a double edged sword, several possible
solutions to the same problem
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Understand the Solution

* MikroTik RouterOS is extremely powerful and configurable,
so this can be a double edged sword, several possible
solutions to the same problem

* Each has multiple moving pieces

.

; "9 %, LEARN ROUTER OS WITH
@S PSupplies %257 LearnMikroTik con




Understand the Solution

* MikroTik RouterOS is extremely powerful and configurable,
so this can be a double edged sword, several possible
solutions to the same problem

* Each has multiple moving pieces

* Greatest success with any solution by understanding the
pieces and what they do.
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Understanding the PCC Load Balancing Solution

Terms...
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Understanding the PCC Load Balancing Solution

Terms...

|. Packet - The container for our data, header and payload.
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Understanding the PCC Load Balancing Solution

Terms...

|. Packet - The container for our data, header and payload.
2. Connections - “Conduit” through which host to host
communication occurs, based on Src/Dst addresses and ports
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Understanding the PCC Load Balancing Solution

Terms...

|. Packet - The container for our data, header and payload.

2. Connections - “Conduit” through which host to host
communication occurs, based on Src/Dst addresses and ports
3.Mangle Facility - Firewall function within RouterOS that
allows you to create a mark which is then associated with packets

that can be identified later by other functions like firewall rules or
routing tables.
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Understanding the PCC Load Balancing Solution
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Understanding the PCC Load Balancing Solution

4. PCC - Per Connection Classifier, function contained with the
“Mangle Facility” to sort traffic into streams
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|
Understanding the PCC Load Balancing Solution

4. PCC - Per Connection Classifier, function contained with the
“Mangle Facility” to sort traffic into streams

5. Routing Table - Route rules, the rules the router uses to
determine what to do with a packet. By comparing the destination
address in the packet to the list of routes, the router decides
which interface to send the packet out. By adding a routing mark
with mangle, we can have multiple routing tables!
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|
Understanding the PCC Load Balancing Solution

|.VWhat is a packet!?

A packet is like a letter & envelope.
The front is the header and the letter inside the envelope is the
payload.

. Source Address
& Port

Destination Address
& Port

&Yy LA 8 &5
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Understanding the PCC Load Balancing Solution

|IPv4 Header
Source Address Destination Address
(sender) (receiver)
Port Port
Protocol
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Understanding the PCC Load Balancing Solution

2.What are connections!?

> Connections are always in
NEW CONNECTION PLACES THE PHONE CALL
one of three states - new,
< ANSWERS CALL, MAINTAINS THE CONVERSATION > ESTABLISHED
T ——eeeeeeee—
COMPUTER SERVER

NEW CONNECTION PLACES THE PHONE CALL

RELATED

< ANOTHER PARTY TO A THREE WAY CALL

< ANSWERS CALL, MAINTAINS THE CONVERSATION >

COMPUTER

SERVER
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Understanding the PCC Load Balancing Solution

3.What is the mangle facility?

|® 0 O '\ admin@10.0.25.1 (ISP Routerl) - Winl .
L]
DRl If - Then: Identify and then
Quick Set
Interfaces
Wireless
Bridge \
Filter Rules NAT Mangle |Sanllce Ports Connections Address Lists Layer? Protocols
PPP
switch i+”' 'I i H I Ir’ ll |Y| [:;2 Reset Counters Hoo Reset All Counters | [ ind | Ipreroutlng ]I;I
- #| |Action |chain |Any. Port |Ro... |Src. Ad... |Ds..|New Packet Mark  |New Connection .. Bytes |Packets |v
. Joy AN prerouting, we will identify customer traffic and mark the connection accordingly for QOS, * <(this rules is only for documenta.., -
P [ ARP 5 4 passthrough prerouting 13.0 GiB 40 8§
;s For a single IP making over 30 conned
MPLS [ ! .
Accounting 6 Ajump prerout New Mangle Rule
Routing [ Addresses i Mark p2p connections p8 NO PASSTHI| General IAdvanced Extra Action Statistics
stem I 10 & mark connection prerout - - —
S 2lerlell: ;i 1f a customer is on the High connecti Chain: |prerouting IE3 EEIEE
Queues DHCP Relay 11 & mark connection prerout Src. Address: | |~ Apply
Files DHCP Server sis Winbax :
12 & mark connection prerout; Dst. Address: l I M
LOQ DNS o FTP lﬁ
Radius Firewall 13 & mark connection prerout Protocol: | |~ ommen
| ;i Mark VOIP traffic TOS 26 Src. Port: | |+ Copy
Tools Hotspot 14 # mark connection prerout N = lm
NIRRT R ey IPsec 5 Change TOS for traffic to our VOIP se] L52lEE
15 W change DSCP (TOS)  prerout Any. Port: v
MetaROUTER Neighbors ji Mark VOIP traffic DSCP 46 o : : | =
Make Supout.rif Packing 16 & mark connection prerout; ‘
In. Interface: | |+
Out. Interface: I I v

.
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Understanding the PCC Load Balancing Solution
4.What is PCC?

Per Connection Classifier is a mangle option that sorts
data into streams that can be marked for identification later.

Mangle Rule(s)
With PCC

to Sort into
Streams

Unsorted In Sorting Sorted Streams
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Understanding the PCC Load Balancing Solution

Where is it found?

Firewall

Filter Rules m 2

 ®00 '\ ad

| =i
| Safe Mode '
!
i Interfaces
Wireless
Bridge New Mangle K
PPP General Advanced ‘ Extra Action Statistics
Mesh Src. Address List: | | v
| i h'\ ARP 3 Dst. Address List: | | v
MPLS " Accounting
Routing FN s Layer7 Protocol: | | v
System I DHCP Client Content| =
Queues DHCP Relay
P Connection Bytes: I ] v
Files DHCP Server
Log DNS Connection Rate: I I v
Radius Firewall Per Connection Classifier: [ ||src address I[? :Il |/|0 | -
N both addresses
Teel Hotspot Src. MAC Address: |: both addresses and ports I v
New Terminal IPsec z(s)tthazcg::ss
Make Supout.rif Neighbors Out. Bridge Port: |: dst address and port | v

dst port
In. bidoe Port: | P —— |~

src address and port

Ingress Priority: | LSLC.port |w
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Understanding the PCC Load Balancing Solution

How does PCC work!?

*"PCC takes selected fields from IP header, and with the help of a hashing
algorithm converts selected fields into 32-bit value.

*This value then is divided by a Denominator and the Remainder then is
compared to a specified Remainder, if equal then packet will be captured.

*You can choose from src-address, dst-address, src-port, dst-port (or various
combinations) from the header to use in this operation."

Connection Bytes l Iv

Connection Rate I l'

Per Connection Classifier: | ||src address IF :ll MO ] -
both addresses
Src. MAC Address: I both addresses and ports I v
both ports

dst address

dst address and port

Out. Bridge Port: r

A ; dst port
LR |~
src address and port
Inaress Prioritv: | LS[Cport | v
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Understanding the PCC Load Balancing Solution

PCC uses a hashing algorithm.

* A hashing algorithm is a mathematical function that takes
an input and returns an output.

* The output will always be the same for a specified input.

* Example of a simple hash:

Input x 100 = hash value
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Understanding the PCC Load Balancing Solution

PCC uses modular arithmetic (clock arithmetic).

* Numerators, Denominators and Remainders are parts of modular arithmetic.

* It is represented by a % sign and it is spoken as “mod”.

* To work modular math, think of it as "how many are left over (Remainder) after
you've subtracted the second value (Denominator) from the first (Numerator) as
many times as possible without going negative?"

* Here are some examples of modular math:
Numerator =3 Denominator = 3

3 % 3 = 0 because 3 - 3 =0 left over

or

4% 3 = | because 4 - 3 = | left over

5% 3 =2 because 5 - 3 =2 left over

6 % 3 = 0, because 6 - 3 = 3, subtract 3 again = 0 left over
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|
Understanding the PCC Load Balancing Solution

Modular math helps us understand how to create the PCC rules!

Example: 2 WAN Connections

Denominator Remainder

2 PCC Rules Required | 1 !
Per Connection Classifier: [ | lsrc address “il :|2 B ]/[0 B ] 4 | First WAN Connection
Per Connection Classifier: | ][src address ‘EHZ ‘/Il | - Second WAN Connection

* The first line means "produce the output of the hash function
given the packet's source IP address, divide it by 2 and if the
remainder is 0, perform the action of marking the connection as
WANII".

e The second line means "produce the output of the hash function
given the packet's source IP address, divide it by 2 and if the
remainder is |, perform the action of marking the connection as
WAN?2".
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Understanding the PCC Load Balancing Solution

How to set PCC, Remember:

2 WAN connections:
2/ 0 First WAN
2/ | Second WAN
3 WAN connections:
3 / 0 First WAN
3/ | Second WAN
3 / 2 Third WAN and so on...

.

; "9 %, LEARN ROUTER OS WITH
@S PSupplies %257 LearnMikroTik con




Understanding the PCC Load Balancing Solution

5.What is a routing table!?

?O O I\ admin@10.0.25.1 (ISP Routerl) - WinBox v5.19 on RB493G (mipsbe)

o] [ saese|

Quick Set

crufo%e [

Interfaces
Wireless
Bridge
PPP

Switch Route List

Mesh Routes INa(thops‘ Rules’ VRF’

Ea—— = (oo o I
MPLS " Accounting |Dst. Address /| Gateway Distance |Routing Mark |Pref. Source | |w
Routing [* Addresses DA P 0.0.0.0/0 208.91.8.6 reachable pppoe-outl 1

3 _ DA [10.025.0/24  bridgel reachable 0 10.0.25.1
System DHCP Client DA [ 192.168.0.0/24 bridgel reachable 0 192.168.0.1
Queues DHCP Relay DA [ 192.168.1.0/24 bridgel reachable 0 192.168.1.1
= DA [ 192.168.88.0/24 bridgel reachable 0 192.168.88.2
f1es DHCP Server DA 2089186 pppoe-out1 reachable 0 208.91.11.239
Log DNS
Radius Firewall i i
- . Routes determine which They also tell the router
ools Hotspot

Make Supout.rif Packing

NewTerminal  mpsec [ ket i which upstream or
SR LT Neighbors downstream router will take

Manual Pool
Exit Routes
SMB |6 items l

——
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Understanding the PCC Load Balancing Solution

Details of a route, key pieces are destination and gateway.

Route <0.0.0.0/0>
General | Attributes

Dst. Address: l
Gateway: |10.10.10.1

" 3] [unreachable

l Cancel

Apply

Check Gateway: l

] v Disable

Type: Iunicast

Distance: Il
Scope: |30
Target Scope: |10

q Routing Mark: lBIue

Pref. Source: [

<

“E‘ Comment

Copy

Remove

enabled

@SP:uppues
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Understanding the PCC Load Balancing Solution

May have multiple
routes to same
destination networlk,

Multiple routing tables with route marks

Route List

Routes |Nexthops Rules VRF
#|=| [v]%] o] |7 s L
Blue

[Dst. Address  / IGateway Distance IRoutIng Mark IPref. Source | ped
DA P 0.0.0.0/0 208,91.8.6 reachable pppoe-out1 1 all
DA P 10.0.25.0/24  bridgel reachable 0 100251 [main___ N
DA P 192.168.0.0/24 bridgel reachable 0 192,168.0.1
AC I» 102 1601 NMA 1NNIE D raschahla hridaat 1 Rlus

)
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Understanding the PCC Load Balancing Solution

May have multiple
routes to same
destination networlk,

Multiple routing tables with route marks

Route List

Routes |Nuthops Rules VRF

#|=] [vl[x] |a] [¥] st o1 ¥ |
]Dst. Address  / IGateway Distance IRoutIng Mark IPref. Source gl:de

DA P 0.0.0.0/0 208,91.8.6 reachable pppoe-out1

DA P 10.0.25.0/24 bridgel reachable 0 10.0.25.1

DA P 192,16

ICHE SRy Route List

Routes |Nexthops Rules VRF

+]=| [¢] % [ o [T
]Dst. Address 4 IGateway Distance |Routing Mark |Pref. Sour:

DA P 0.0.0.0/0 208.91.8.6 reachable pppoe-outl 1

DA P 10.0.25.0/24 bridgel reachable 0 10.0.25.1

DA P 192.168.0.0/24 bridgel reachable 0 192.168.0.1

DA P 192.168.1.0/24 bridgel reachable 0 192.168.1.1

DA P 192.168.88.0/24 bridgel reachable 0 192.168.88.2

DA P 208.91.8.6 pppoe-outl reachable 0 208.91.11.239
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Understanding the PCC Load Balancing Solution

May have multiple
routes to same
destination networlk,

Multiple routing tables with route marks

Route List

Routes |Nuthops Rules VRF

#|=] [vl[x] |a] [¥] st o1 ¥ |
]Dst. Address  / IGateway Distance IRoutIng Mark IPref. Source gl:de

DA P 0.0.0.0/0 208,91.8.6 reachable pppoe-out1

DA P 10.0.25.0/24 bridgel reachable 0 10.0.25.1

DA P 192,16

ICHE SRy Route List

Routes |Nexthops Rules VRF
(=] [v][=] [l

DA P 0.0 Route List

DA P10 Routes INexthops Rules VRF

DA P19
o b 1o 4| =] ||| ]

DA 19

oA P 2ol ]Dst. Address ¢ ]Gateway Distance |Routing Mark |Pref. Sour
AS [ 192.168.4.0/24 10.0.25.2 reachable bridgel 1 Red
AS [ 192.168.5.0/24 10.0.25.2 reachable bridgel 1 Red
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Multiple routing tables with route marks

Route List

Routes |N¢xthops Rules VRF

/=] [v|[%] ] [¥] —r—

;lltlje ” . I

[Dst. Address  / lGateway Distance [Routlng Mark IPref. Source | ped
DA P 0.0.0.0/0 208,91.8.6 reachable pppoe-out1
DA P 10.0.25.0/24  bridgel reachable 0 10.0.25.1

DA P 192,164
Ac b 102 144

Routes |Nm¢hops Rules VRF

/=] [«]x] 2] |7]

DA P 0.0 Route List

DA P10 Routes INexthops Rules VRF
DA P19

DA P19: EE E

May have multiple
routes to same
destination networlk,

g: :;g‘. |Dst. Address
AS [ 192.168.4.0

AS P 192.1685.0 Routes |Nmmps Rules VRF

#/=] [«]x] ] [7]

Route List

Find

Understanding the PCC Load Balancing Solution

e JE3

|Dst. Address 7/ IGateway Distance

Routing Mark |Pref. Sour

AS | 192.168.1.0/24 10.0.25.2 reachable bridgel
AS | 192.168.2.0/24 10.0.25.2 reachable bridgel
AS | 192.168.3.0/24 10.0.25.2 reachable bridgel

@SPSuppUes

1 Blue
1 Blue
1 Blue
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Understanding the PCC Load Balancing Solution

Review:
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Understanding the PCC Load Balancing Solution

Review:

|. Packet - Container for IP data
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Understanding the PCC Load Balancing Solution

Review:

|. Packet - Container for IP data
2. Connections - Bi-directional conduit for communication
between two hosts
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Understanding the PCC Load Balancing Solution

Review:

|. Packet - Container for IP data

2. Connections - Bi-directional conduit for communication
between two hosts

3. Mangle Facility - Manipulates packets by adding marks
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Understanding the PCC Load Balancing Solution

Review:

|. Packet - Container for IP data
2. Connections - Bi-directional conduit for communication
between two hosts

3. Mangle Facility - Manipulates packets by adding marks
4. PCC - Divides data into streams (based on marks)
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Understanding the PCC Load Balancing Solution

Review:

|. Packet - Container for IP data

2. Connections - Bi-directional conduit for communication
between two hosts

3. Mangle Facility - Manipulates packets by adding marks

4. PCC - Divides data into streams (based on marks)

5. Routing Table - List of route rules to direct packets and we
can have multiple tables based on routing marks

.
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3. Ok, | want it but how do | set it up?
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3. Ok, | want it but how do | set it up?

Scenario: One router, many clients, three DSL connections

)

<\

LEARN ROUTER OS WITH

7LearnMikroTiK com

@SPbuppues

AN
Q}‘:




Test Setup

Step by Step Configuration

Provider

Internet Router

@SPsuppUes
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Step by Step Configuration

|. Set up the basic portion of the network (MTCNA,Wiki, etc):
¢ Private IP address on LAN interface
e DHCP Server on LAN interface
e DNS server

e Static IP for WAN or DHCP client on WAN
* Firewall if required

.
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Step by Step Configuration

|. Set up the basic portion of the network (MTCNA, Wiki, etc):
¢ Private IP address on LAN interface
e DHCP Server on LAN interface
e DNS server

e Static IP for WAN or DHCP client on WAN
* Firewall if required

2.Create load balancing part of the configuration:
* Mangle rules
* Routing tables

.
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Step by Step Configuration

|. Set up the basic portion of the network (MTCNA,Wiki, etc):
¢ Private IP address on LAN interface
e DHCP Server on LAN interface
e DNS server

e Static IP for WAN or DHCP client on WAN
* Firewall if required

2.Create load balancing part of the configuration:
* Mangle rules
* Routing tables

.
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Step by Step Configuration

Physical interface connections

ether| eth@r2 ether3 ether4 ether5 =

2
>
<

CNVM

o NYMN
o \| 7 ]|

("‘

<\
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Step by Step Configuration

| .Set up the basic portion of the network (MTCNA, Wiki, etc):

DNS Client & Caching

Address List IP Addresses

CEIDE

]Address

/ [Network IInterface [ IV
©°10.10.11.1/30  10.10.11.0 ethers
D $°172.17.02/30 172.17.0.0 etherl
D %°172.18.0.2/30 172.18.0.0 ether2 DNS Settings
D $°172.19.02/30 172.19.0.0 ether3

Servers: |4.2.2.2 | oK

DHCP Client - WAN

Dynamic Servers: I | Cancel

Allow Remote Requests Apply
Max UDP Packet Size: |4096 |

Cache Size: |2048 | kiB

Bl

DHCP Client

(][ =] []lz] (] [ retease || Renew |

Cache

Cache Used: IB |

[Fing |

]Interface / [Use P lAdd D...IIP Address lEprres After [Status “ v
etherl yes yes 172,17.0.2/30 2d 23:56:26 bound
ether2 yes yes 172.18.0.2/30 2d 23:56:22 bound
ether3 yes yes 172,19.0.2/30 2d 23:56:24 bound

Masquerade Rules

Firewall

Filter Rules NAT | Mangle Senice Ports Connections Address Lists Layer7 P

Iﬂlj [J[J lg' lﬂ I:i: Reset Counters Hoo Reset All Counters l

# ] lActlon ]Chaln I[I[S[Dstlm Int... [Out. Interface l!
0 #l masquerade  srcnat etherl
1 “[ masquerade  srcnat ether2
2 “[ masquerade  srcnat ether3

( . 45559, LEARN ROUTER 0 WITH
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Step by Step Configuration

2.Create load balancing part of the configuration:

e Create various mangle rules to mark connections

e Create mangle rules to associate routing marks with packets
based on their connection mark.

e Create routes to send traffic out the WAN connections in a
predetermined manner.
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Step by Step Configuration

Step |: Create some accept rules.

We have to manually force local traffic to connected
networks to stay in the main routing table.

e Background - Any subnet for which the router has an IP
address configured is called a connected network, meaning
packets to that network are sent out an interface and can reach
their destination without using another router to get there.

.
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Step by Step Configuration

Step | continued...

The problem using mangles here is it will
force traffic to follow alternate routing tables

(not main)
Traffic to these connected networks would
go out the WAN interfaces and not reach Qg\‘b“
their intended destinations. o
10.0.0.1/24
18-8-12-11//33 10.0.1.0/24

7
0‘0
! {)0
@7

Connected network example N

)
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Step by Step Configuration

Step | continued...

Solution:

* The “accept” action causes the packet to leave the mangle chain, thereby
not marking it and allowing that traffic to use the main routing table.
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Step by Step Configuration

Step | continued...

Mangle Rule <172.17.0.0/24>

General |Advanced Extra Action StatilliEREFUENTIEES Vrs A ZE =

Chain: |prerouting

Src. Address: I

Chain: [prerouting

General IAdvanced Extra Action StatiliGLlIELUIEES rk XS =2

Dst. Address: | | I 172.17.0.0/24

Src. Address: |

Dst. Address: [ |[172.18.0.0/24

Protocol: l

Src. Port: I

Protocol: |

Dst. Port: |

@SPbuppUes

Src. Port I

Managle Rule <172.19.0.0/24>

General Advanced Extra Action ‘Statistics

General lAdvanced Extra Action Statistics

Chain: Ibrerouting

Src. Address: l

Dst. Address: [ |[172.19.0.024

Protocol: l

Action: [T S+ |

* One rule for each connected network, in this example these are
our WAN networks

)

o,
Ve O
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Step by Step Configuration

Step | Completed

Firewall
Filter Rules NAT Mangle |Service Ports Connections Address Lists Layer7 Pro Create one rUIe for
*][= [ & Reset Counters || 00 Reset All Counters | each connected
#I Mmm Immn BmAMmsbﬁAme |WMm. g NOI VVAIN'S
0  accept prerouting 172.17.0.0/24
1 « accept prerouting 172.18.0.0/24
2  accept prerouting 172.19.0.0/24

Completed accept

manile rules

T ——

/ip firewall mangle

add action=accept chain=prerouting disabled=no dst-address=172.17.0.0/24
add action=accept chain=prerouting disabled=no dst-address=172.18.0.0/24
add action=accept chain=prerouting disabled=no dst-address=172.19.0.0/24

( - A0, (EAR ROUTER 05 WITH
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Step by Step Configuration

Step 2: Create Mangle rules that will sort the traffic into
streams.

Create the PCC mangles:

* We will use optimal mangle method of marking connections first

and then packets because it is the most efficient way to mark
traffic, uses least resources.

*First identify traffic and mark the connection.
eSecond, look for that connection mark and mark the routes.

@S PSupplies
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Step by Step Configuration

Step 2 Continued...

Mesh

| P " arp
Routing " Accounting Filter Rules NAT Mangle |Senlice Ports Connections Address Lists Layer7 Protocols
System " Addresses EIE' |I§: Reset Counters ” 00 Reset All Counters |
Queues LHEEl 0 # I IAction IChain ]Src. Addreslest. Addressl Proto...lSrc. Port IDst. Port [In. Int... IC
Files DHCP Relay ;» Use PCC to mark connections 0 of 3
Log LHERE T S, Use ’;f:é“ taor.r;:laﬁ:(eLZitrir:agtions 1of 3 e
Radius DNS 1 # mar... prerouting ethers
s 1 e E
New Terminal IPsec
MetaROUTER Neighbors
Make Sunnut rif Darlina

i . 59, LEARN ROUTER O W
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Step by Step Configuration

Step 2 Continued...

Mesh
| P I* | Firewall
Routing B Mangle Rule <> ists Layer7 Protocols
System " | General |Advanced Extra Action Statistics T
Queues Chain: Ibrerouting H?I'oto...ISrc. Port IDst. Port lIn. Int... IC
Files | |
Src. Address: v
Log ether5
Radius Dst. Address: | | N etherS
[\
Tools Protocol: | |v ethers
New Terminal
Src. Port: | | v
MetaROUTER
Make Sunout rif Dst. Port: | l -
Any. Port: | | b
P2P: | |v
In. Interface: [ || ethers [#]
Out. Interface: | | v
Packet Mark: I I v
Connection Mark: []|no-mark [E2PS
r 1

RS
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Step by Step Configuration

Step 2 Continued...

Mesh
| P I* | Firewall
Routing B Mangle Rule <> ists Layer7 Protocols
System " | General |Advanced Extra Action Statistics e
(RR Chain: |prerouting | #|oto...| Src. Port  |Dst. Port  |In. Int... |C
Files
Radius General Advanced | Extra Action Statistics prrr
Tools I Src. Address List: | v ——
er
SEsy i Dst. Address List: | v
MetaROUTER
Make Sunnut rif Layer7 Protocol: I | v
Content: | | v
Connection Bytes: I v
Connection Rate: I I v
Per Connection Classifier: E]Iboth addresses “ + [ :|3 |/|0 ] -
Src. MAC Address: | | v
Connection Mark: [_||no-mark E2RS
r 1

.
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[ [
Step by Step Configuration
Step 2 Continued...
Mesh
| P I* | Firewall
Routing > Mangle Rule <> ists Layer7 Protocols
System " | General |Advanced Extra  Action Statistics | Counters
Queues Chain: Ibrerouting Hil'oto...ISrc. Port IDst. Port [In. Int... IC
Files
Radius General Advanced |Extra  Action | Statistics . ethers
Tools I Src. Address List: o
. B Several choices here, both ethers
sl el Dst. Address List: | ) .
Ry — addresses is the safest option,
o e E _
Content: [:
Connection Bytes:
Connection Rate: | | v
Per Connection Classifier: [ || both addresses [#]:/3 |0 | a
Src. MAC Address: I I v
Connection Mark: [_||no-mark [E2R
, . o,
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@S PSupplies 5/ LeanMikroTik com




Step by Step Configuration

Step 2 Continued...

Mesh
| P I* | Firewall
Routing B Mangle Rule <> ists Layer7 Protocols
System " | General | Advanced Extra Action Statistics e
Queues Chain: lbrerouting ” L2 |'oto...[Src. Port |Dst. Port IIn. Int... IC
Files
Mangle Rule <> rs
Log Mangle Rule <>
Radius General Advanced | Extra 5
General Advanced Extra | Action Statistics ;
Tools I* Src. Address List: -
. ~¥— Connection Limit 5
New Terminal Dst. Address List: —w— Limit
MetaROUTER ~w— Dst. Limit
Make Sunnut rif Layer7 Protocol: -w— Nth
~¥-Time

Content:

~¥—Src. Address Type
~—4— Dst. Address Type
Address Type: [T + | +

Invert

Connection Bytes:

Connection Rate:

Cirari1 i riri

Per Connection Classifier: | |

~¥v-PSD
Src. MAC Address: |j ~¥ Hotspot

Connection Mark: | ||no-mark| ~¥~ IP Fragment

=
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Step by Step Configuration

Step 2 Continued...

Mesh
| P I* | Firewall
Routing M Mangle Rule <> ists Layer7 Protocols
System " | General | Advanced Extra Action Statistics Eanes
Queues Chain: Ibrerouting ” L2 |'oto...[Src. Port IDst. Port IIn. Int... IC
Files
Mangle Rule <> rs
Log Mangle Rule <>
Radius General Advanced | Extra 5
General Advanced Extra | Action Statistics i
Tools I* Src. Address List: . .
. ~¥— Connection Limit S
New Terminal Dst. Address List: —w— Limit
MetaROUTER -w— Dst. Limit
Make Sunnut rif Layer7 Protocol: -w— Nth
~¥-Time

Content:

~¥—Src. Address Type
~—4— Dst. Address Type

Address Type:
met 1 he mangle chain prerouting will be

N capturing all traffic, even traffic that is
Src. MAC Address: |j ~¥ Hotspot g . .

Connection Mark: |_||no-mark| ~¥~ IP Fragment

Connection Bytes:

rrari1 i riri

Connection Rate:

Per Connection Classifier: | |

ﬁ

=
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Step by Step Configuration

Step 2 Continued...

Mesh
| P I* | Firewall

Routing B Mangle Rule <> ists Layer7 Protocols

System " | General | Advanced Extra Action Statistics e

Queues Chain: lbrerouting ” L2 |'oto...[Src. Port |Dst. Port IIn. Int... IC

Files

Mangle Rule <>

Radius General Advanced | Extra 5
General Advanced Extra | Action Statistics

Tools I* Src. Address List: -

. ~¥— Connection Limit S

New Terminal Dst. Address List: —w— Limit

MetaROUTER ~w— Dst. Limit

Make Sunnut rif Layer7 Protocol: -w— Nth
~¥-Time

Content:

~¥— Src. Address Type

~4~ Dst. Add Mangle Rule <>
Address

Connection Bytes:

Cirari1 i riri

Connection Rate: General Advanced Extra Action | Statistics
Per Connection Classifier: [{ o oo | Action: [T T + |
Src. MAC Address: |j ~¥~ Hotspot | New Connection Mark: | WAN1 |
Connection Mark: | ||no-mark| ¥ IP Fragmi Passthrough
r
T —

A
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Step by Step Configuration

Step 2 Continued...

Mesh
| P I* | Firewall

Routing B Mangle Rule <> ists Layer7 Protocols

System " | General | Advanced Extra Action Statistics e

Queues Chain: lbrerouting ” L2 |'oto...[Src. Port |Dst. Port IIn. Int... IC

Files

Mangle Rule <>

Radius General Advanced | Extra 5
General Advanced Extra | Action Statistics

Tools I* Src. Address List: -

. ~¥— Connection Limit S

New Terminal Dst. Address List: —w— Limit

MetaROUTER ~w— Dst. Limit

Make Sunnut rif Layer7 Protocol: -w— Nth
~¥-Time

Content:

~¥— Src. Address Type

~4~ Dst. Add Mangle Rule <>
Address

Connection Bytes:

Cirari1 i riri

Connection Rate: General Advanced Extra Action | Statistics
Per Connection Classifier: [{ o oo | Action: [T T + |
Src. MAC Address: |j ~¥~ Hotspot | New Connection Mark: | WAN1 |
Connection Mark: | ||no-mark| ¥ IP Fragmi Passthrough
r
T —

A
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Step by Step Configuration

Step 2 Completed

Firewall

Filter Rules NAT Mangle |sgrvlcePorts Connections Address Lists Layer? Protocols Create one PCC mangle

I"'H' ~| | H ‘ lr’ l| |Y‘ l:: Reset Counters Hoo Reset All Counters I l"-m" a rUIe fOf' eaCh WAN

2 & mark connection prerouting ethers no-mark

" | lActlon IChaIn ISrc Address[ lProto...I...l...[In Int... lOut In.. IConnectlon Mark
0 & mark connection prerouting etherS no-mark
1 & mark connection prerouting etherS no-mark
‘l....---------......lll'

Completed PCC Mangle

ip firewall mangle

add action=mark-connection chain=prerouting connection-mark=no-mark disabled=no dst-address-type=

Rules

T ——

tlocal \

in-interface=ether5 new-connection-mark=WAN1l passthrough=yes per-connection-classifier=both-addresses:3/0

add action=mark-connection chain=prerouting connection-mark=no-mark disabled=no dst-address-type=!local \
in-interface=ether5 new-connection-mark=WAN2 passthrough=yes per-connection-classifier=both-addresses:3/1

add action=mark-connection chain=prerouting connection-mark=no-mark disabled=no dst-address-type=!local \
in-interface=ether5 new-connection-mark=WAN3 passthrough=yes per-connection-classifier=both-addresses:3/2

(GISPSupplies
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Step by Step Configuration

Step 3: Create the mangles to add the routing marks to the packets based on
the connection mark in the PREROUTING CHAIN:
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Step by Step Configuration

Step 3: Create the mangles to add the routing marks to the packets based on
the connection mark in the PREROUTING CHAIN:

Mangle Rule <>

General ‘Advanced Extra Action Statistics
Chain: |prerouting [E3]
Src. Address: | |v
Dst. Address: | v
Protocol: | v
Src. Port | "
ot port | I~
Any. Port: | | »
P2P: | | »
In. Interface: [ || ethers (RS
Out. Interface: | v
Packet Mark: | v
Connection Mark: [/ wAN1 (%] a

.
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Step by Step Configuration

Step 3: Create the mangles to add the routing marks to the packets based on
the connection mark in the PREROUTING CHAIN:

Mangle Rule <>

General ‘Advanced Extra Action Statistics

Chain: lprerouting ” 3]

Src. Address: I I v

Dst. Address: I
Mangle Rule <>

Protocol: | General Advanced Extra Action |Statistics
src. Port: | - [t mark outng |3
Dst. Port: | ! New Routing Mark: |etheri-mark 3

Any. Port | Passthrough

P2P: |

In. Interface: [ || ethers

Out. Interface: | | v
Packet Mark: I I v
Connection Mark: [ || WAN1 [E3RS

=
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Step by Step Configuration

Step 3: Create the mangles to add the routing marks to the packets based on

the connection mark in the PREROUTING CHAIN:

This is where we mark

General ’Advanced Extra Action Statistics

Chain: Iprerouting

5 routing for the bulk of

Src. Address: I

Dst. Address: I

Protocol: |

Src. Port I

Dst. Port: |

Any. Port I

P2P: |

In. Interface: [ || ethers

Mangle Rule <>

M i —

General Advanced Extra Action |Statistics

RCE o _________________JKJ
New Routing Mark: |ether1-mark ”EI

Passthrough

Out. Interface: |

Packet Mark: I

Connection Mark: [ ]/ WAN1

@SPbuppues
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Step by Step Configuration

Step 3 Continued for OUTPUT CHAIN...

)
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Step by Step Configuration

Step 3 Continued for OUTPUT CHAIN...

Mangle Rule <>

General |Advanced Extra Action Statistics
Chain: Ioutput ”i]
Src. Address: | | v
Dst. Address: | v
Protocol: | v
Src. Port: | | v
Dst. Port: | | »
Any. Port: | | v
P2P: | |
In. Interface: | v
Out. Interface: | |-
Packet Mark: | |w
Connection Mark: [ ]/ WAN1 [#]a
Routing Mark: | | v
Routing Table: | | w

=
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Step by Step Configuration

Step 3 Continued for OUTPUT CHAIN...

Mangle Rule <>

General |Advanced Extra Action Statistics

Chain: Ioutput

E2

Src. Address: I

| w

Dst. Address: I

v

Protocol: |

Src. Port: |

General Advanced BExtra Action |Statistics

Dst. Port: |

Acton: [T

Any. Port: I

New Routing Mark: lether1~mark “ﬂ

P2p: |

Passthrough

In. Interface: I

Out. Interface: I

Packet Mark: |

Connection Mark: [ | IWANl

Routing Mark: l

Routing Table: I

@SPbuppUes
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Step by Step Configuration

Step 3 Continued for OUTPUT CHAIN...

Mangle Rule <>

General |Advanced Extra Action Statistics

This rule ensures traffic

Chain: [output

from the router itself

Src. Address: I

returns through the

Dst. Address: I

Protocol: I

- @

Src. Port: |

General Advanced BExtra Action |Statistics

Dst. Port: I

Acton: [T

Any. Port: |

New Routing Mark: letherl-mark || 3]

P2p: |

Passthrough

In. Interface: I

Out. Interface: I

Packet Mark: |

Connection Mark: [ || WAN1

Routing Mark: |

Routing Table: I

@SPbuppUes
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Step by Step Configuration

SteP 3 ComPIeted Create one rule for for
— each WAN connection,
Filter Rules NAT Managle IService Ports Connections Address Lists Layer7 Protocols in PrerOUting Chain and
EE D b5 @ @ | ¢— Reset Counters “ 00 Reset All Counters | Find

# l lAction IChain ISrc. Addressl.lProto...l...l...|ln. anem IOut. ln...lConnection Mark I

0 # mark routing prerouting ethers WAN1

1 # mark routing prerouting ethers WAN2 ﬁ

2 # mark routing prerouting ethers WAN3

3 # mark routing output WAN1

4 # mark routing  output WAN3 Completed route

5 # mark routing output WAN2 5

marking rules
/ip firewall mangle
T ———

add action=mark-routing chain=prerouting connection-mark=WAN1l disabled=no in-interface=ether5 \
new-routing-mark=etherl-mark passthrough=yes

add action=mark-routing chain=prerouting connection-mark=WAN2 disabled=no in-interface=ether5 \
new-routing-mark=ether2-mark passthrough=yes

add action=mark-routing chain=prerouting connection-mark=WAN3 disabled=no in-interface=ether5 \
new-routing-mark=ether3-mark passthrough=yes

add action=mark-routing chain=output connection-mark=WANl disabled=no new-routing-mark=etherl-mark passthrough=yes
add action=mark-routing chain=output connection-mark=WAN3 disabled=no new-routing-mark=ether3-mark passthrough=yes
add action=mark-routing chain=output connection-mark=WAN2 disabled=no new-routing-mark=ether2-mark passthrough=yes

.
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Step by Step Configuration

Step 4: Identify which VWAN interface the traffic came in and
mark the connections appropriately.
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|
Step by Step Configuration

Step 4: Identify which VWAN interface the traffic came in and
mark the connections appropriately.

Mangle Rule <>

General IAdvanced Extra Action Statistics
Chain: |prerouting [#]
Src. Address: | v
Dst. Address: | v
Protocol: | v
Src. Port l ]'
Dst. Port: | | v
Any, Port: | v
P2P: | | v
In. Interface: [ ||ether1 [#) &
out. Interface: | v
Packet Mark: | v
Connection Mark: [ |[no-mark 3PS
Routing Mark: | v
et e | =

.
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Step by Step Configuration

Step 4: Identify which VWAN interface the traffic came in and
mark the connections appropriately.

Mangle Rule <>

General |Advanced Extra Action Statistics
Chain: lbrerouting ”i
Src. Address: l P — |- " . .
| General Advanced Extra Action ’Statistics
sl : : Action: Imark connection IEI
Src. Port | . .
o l : New Connection Mark: A:allsthrough |E|
Any. Port: | \
P2P; | | v
In. Interface: [ ||ether1 (3PS
Out. Interface: l l v
Packet Mark: I | v
Connection Mark: [ ||no-mark (3PS
Routing Mark: [ l v
Ao o | =

—
\‘0
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Step by Step Configuration

Step 4 Completed

Create one rule for

_each WAN connection

Filter Rules NAT Mangle |Service Ports Connections Address Lists Layer7 Protocols

E‘E‘ |S§: Reset Counters

|oo Reset All Counters | |Find | /{all |3 e —

| #| |Action |chain Src. Address|.|Proto...|...|... | In. Int... |Out. In...|Connection Mark |Bytes |+
9 & mark connection prerouting _ _etherl no-mark 32.1KiB
10 # mark connection __prerouting ether2 nomark 9528 Completed WAN
11 # mark connection prerouting ether3 no-mark 492 B

| connection marking

/ip firewall mangle

add action=mark-connection chain=prerouting connection-mark=no-mark disabled=no \
in-interface=etherl new-connection-mark=WANl passthrough=yes

add action=mark-connection chain=prerouting connection-mark=no-mark disabled=no \
in-interface=ether3 new-connection-mark=WAN3 passthrough=yes

add action=mark-connection chain=prerouting connection-mark=no-mark disabled=no \
in-interface=ether2 new-connection-mark=WAN2 passthrough=yes

.
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Step by Step Configuration

Final result: Connections should be marked, route marks added to
packets based on connection mark.

Firewall
: Always check the
Filter Rules NAT Mangle Service Ports Connections |Address Lists Layer7 Protocols . bl
B connection table to
ISrc. Address |Dst. Address lProto...IConnecti...lConnection Mark / ensure mangles are

U 10.0.25.1:1966 224.0.0.109:1966 17 (...
U 208.91.11.239:1966  224.0.0.109:1966 17 (...
U 0.0.0.0:68 255.255.255.255:67 17 (... WAN2
U 0.0.0.0:5678 255.255.255.255:5678 17 (... WAN2
A 10.0.25.2:15997 74.125.227.100:80 6 (tcp) WAN1
A 10.0.25.2:16007 208.91.12.170:53 6 (tcp) WAN2 T ———
A 10.0.25.2:16015 74.125.227.130:443 6 (tcp) WAN3
A 10.0.25.2:16016 74.125.227.103:443 6 (tcp) WAN2
A 10.0.25.10:63963 10.0.25.1:53 17 (... WAN3
A 10.0.25.21:49504 10.0.25.1:8291 6 (tcp) WAN2
A 10.0.25.21:50997 10.0.25.1:8291 6 (tcp) WAN2
A 10.0.25.21:51108 167.216.129.11:443 6 (tcp) WAN2
A 10.0.25.21:51109 167.216.129.11:443 6 (tcp) WAN2
A 10.0.25.21:51163 173.239.79.155:443 6 (tcp) WAN2

10.0.25.21:51902 422253 17 (... WAN2

10.0.25.21:52971 422253 17 (... WAN2
A 10.0.25.21:54760 422253 17 (... WAN2
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Step by Step Configuration

Mangles are done, we now create the routes:
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Step by Step Configuration

Mangles are done, we now create the routes:

* We will need one default route for each routing mark,
corresponding to each of the WAN connections.
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|
Step by Step Configuration

Mangles are done, we now create the routes:

* We will need one default route for each routing mark,
corresponding to each of the WAN connections.
*We will also need one unmarked default route corresponding to

each of the WAN connections.
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Step by Step Configuration

Step 5: Create the unmarked default routes.
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Step by Step Configuration

Step 5: Create the unmarked default routes.

Route <0.0.0.0/0>
General | Attributes

[=] E3

Dst. Address: [ ]

Gateway: [172.17.0.1 |#] [reachable ether1 -

Check Gateway: | | v

Type: Iunicast “3]
Distance: [1 ‘ -~
Scope: [30 ]

Target Scope: [10 I

Routing Mark: | | v
Pref. Source: | | v
enabled active static

=
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Step by Step Configuration

Step 5: Create the unmarked default routes.

Route <0.0.0.0/0>

Route <0.0.0.0/0>

@SPbuppUes

General | Attributes
Dst. Address: | Cancel
Gateway: |172.18.0.1 | #| |reachable ether2 | &
Check Gateway: | | v
Type: |unicast “3]
Distance: |1 | - Eomy
Scope: |30 |
Target Scope: |10 |
Routing Mark: | | v
Pref. Source: | | v
| enabled static

)
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Step by Step Configuration

Step 5: Create the unmarked default routes.

Route <0.0.0.0/0>

Route <0.0.0.0/0> (=] E3

4 General |Attributes
[ Dst. Address: | ]
! Gateway: |172.19.0.1 | #] [reachable ether3 s
d Check Gateway: | | v
K Type: Iunicast ”;]
| Distance: Il ] =
Scope: |30 ]

Target Scope: |10 ]

Routing Mark: | | v
Pref. Source: | | v
| enabled | static

)

-,
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Step by Step Configuration

Step 5: Create the unmarked default routes.

Route <0.0.0.0/0> Provides failover -
' ensures traffic always
Route<0.,0.0/0> has a default route
{ General | Attributes because if there is no
| st Address: | || [ cancel | active marked route to
[ Gateway: |172.19.0.1 | #| |reachable ether3 | & match a Packet’ it

d Check Gateway: | |
K Type: Iunicast ”il
| Distance: |1 |- -
Scope: |30 l -m

Target Scope: | 10 I

Routing Mark: | |
Pref. Source: | | v
|enabled | static
. - . /’;?:‘, LEARN ROUTER OS WITH
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Step by Step Configuration

Step 5: Create the unmarked default routes.

Route <0.0.0.0/0> Provides failover -

| ensures traffic always
has a default route

because if there is no

Route <0.0.0.0/0>
d General |Attrlbutes

Dst. Address: |[SXOIROT | Cancel active marked route to
Gateway: |172.19.0.1 Hi] [reachable ether3 | & Apply match a PaCket, it
d
d Check Gateway: | |w

K Type: Iunicast ”il

Distance: |1 ] -

(=] E3
| cancel |

Scope: | 30 ‘

Target Scope: | 10 I

Routing Mark: | |w
Pref. Source: | v Considering using
distance to prefer one
|enabled | static

|
ol
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Step by Step Configuration

Step 6: Create the marked default routes.
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Step by Step Configuration

Step 6: Create the marked default routes.

General IAttrlbutes
Dst. Address: | I Cancel
Gateway: |172.17.0.1 | %] [reachable ether1 = W

Check Gateway: |plno || $| - I Disable
Type: |umcast ”;I I Comment
Distance: ’1 l - IM
Remove
Scope: ’30 ]

Target Scope: |10 ]

Routing Mark: |ether1-mark || $| -~
Pref. Source: | v
enabled active static

.
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Step by Step Configuration

Step 6: Create the marked default routes.

Route <0.0,0.0/0>

Route <0.0.0.0/0>
General | Attributes

m | =
[x | %)

Dst. Address: |[S{efeqef

Gateway: |172.18.0.1

IE Ireachable ether2

Check Gateway: [ping

Type: [unicast

Distance: ll

Scope: l30

Target Scope: |10

Routing Mark: letherz-mark

Pref. Source: I

Cancel

Apply

Heel

Comment

Copy

lenabled

@SPbuppUes

active

static

)
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Step by Step Configuration

Step 6: Create the marked default routes.

Route <0.0,0.0/0>

Route <0.0.0.0/0> =] B3

Route <0.0.0.0/0>

General | Attributes
Dst. Address: | Cancel
Gateway: |172.19.0.1 |E| reachable ether3 | &
Check Gateway: |ping HE] A
Type: Iunicast “3‘
Copy
Distance: |1 | a
Scope: |30 |

Target Scope: |10 I

Routing Mark: |ether3-mark [#]
Pref. Source: | v
| enabled | active static

J

el
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Step 6: Create the marked default routes.

Route <0.0.0,0/0>

Route <0.0.0.0/0>

Route <0.0.0.0/0>

General | Attributes

Dst. Address: |[W{O{s{ef{s

Gateway: [172.19.0.1 HEI reachable ether3 | &
Check Gateway: Iping | ¥ A
Type: Iunicast “3‘
Distance: |1 | a
Scope: |30 |

Target Scope: | 10

Routing Mark: |ether3—mark

Pref. Source: I

Cancel
Apply
Disable
Comment

Co|

Remove

a0

|enab|ed |

active

static

@SPSuppUes

Step by Step Configuration

Use “check-gateway” to
ensure gateway is alive.

Only need to use
“check-gateway” on
marked routes because
any routes with that

gateway become

=
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Step by Step Configuration

Final result - Routing table

R . One marked default for

outes |Nexthops Rules VRF

(#[=] [2][x] [@] [7] (Fing||[ai | each WAN connection,
|Dst. Address |Gateway / |Distance |Routing Mark |Pref. Source | and one unmarked
AS P 0.0.0.0/0 172.17.0.1 reachable etherl 1 etherl-mark
AS P 0.0.0.0/0 172.17.0.1 reachable etherl 1
AS P 0.0.0.0/0 172.18.0.1 reachable ether2 1 ether2-mark
S  P0.0.0.0/0 172.18.0.1 reachable ether2 1
AS P 0.0.0.0/0 172.19.0.1 reachable ether3 1 ether3-mark
S  P0.0.0.0/0 172.19.0.1 reachable ether3 1
DA P 172.17.0.0/30 etherl reachable 0 172.17.0.2
DA P 172.18.0.0/30 ether2 reachable 0 172.18.0.2
DA P 172.19.0.0/30 ether3 reachable 0 172.19.0.2
DA P 10.0.0.0/30 ether5 reachable 0 10.0.0.1 .
DA P 10.10.11.0/30 etherS reachable 0 10.10.11.1 Completed routlng
) | i
T ——
' I S P S l 9?:‘, LEARN ROUTER OS WITH
&C\‘ uppues 1;2,‘ earnMikroTik com




Step by Step Configuration

Final result!
Actual screen shots from a load balance configuration in

production with 2 WAN connections.

@]E Interface <etherl 2> =] E3

Ethemet Status Overall Stats RxStats Tz Stats  Traffic ‘ | 0K | Ethernet Status Overall Stats Rz Stats Tz Stats  Traffic | | |
Tu/Rx Rate: [1252.2 kbps | /(6776 kbps I Cancel | Tu/Rx Rate: | 712.5 kbps | /[122.1 kbps I | Cancel |

T/Rx Packet Rate: |156 p/s | 7157 pss I | Apply || Tu/RxPacket Rate: [102p/s | /|72 pts I Apply |
Tx/Rx Bytes: |872.7 MiB |/|5.3GiB | | o | Tx/Rx Bytes: | 709.9 MiB |4\7.7GiB | | s |

Tx/Rx Packets: |3 967 372 | #5134 230 | | — | Tx/Rx Packets: |4 840 275 | /6787113 | | —— |

T=/Rx Drops: IO IXIU | T=/Rx Drops: IEI I/ID ]

Ta/Rx Enmors: |0 /[0 | | forch | T/Ry Enrors: [0 [0 | | Toech |
| Blink | | Blink |
| Reset MAC Addess | | Reset MAC Address |
| | | |

Reset Counters

T T
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Common Problems

| use DHCP for my VAN addressing, how can | get the marked
routes created properly!?

/system script

add name=ConfigureDHCPRoutes policy=\
ftp,reboot,read,write,policy,test,winbox,password,sniff,sensitive,api source=":local cli\
entcounter\r\
\n:local routecounter\r\
\n:local duplicatecounter\r\
\n:local routeupdated \"no\"\r\
\n:foreach clientcounter in=[/ip dhcp-client find] do={\r\
\n:local routingmarkname ([/ip dhcp-client get \$clientcounter interface] . \"-mark\")\r\
\n:local newroutinggateway [ip dhcp-client get \$clientcounter gateway]\r\
\n:foreach routecounter in=[/ip route find where routing-mark=\$routingmarkname] do={\r\
\n :local routinggateway [/ip route get [find routing-mark=\$routingmarkname] gateway]\

\r\

\n\t:if ([:len \S$newroutinggateway] > 0) do={\r\

\n\t :if (\$\"routinggateway\" != \$\"newroutinggateway\") do={ \r\
\n\t /ip route set \$routecounter gateway=\$newroutinggateway \r\
\n\t\t:set routeupdated \"yes\"\r\

\n\t }\r\

\n\t}\r\

\n } \r\

\n :if ([:len \S$newroutinggateway] > 0) do={\r\

\n :if (\S$routeupdated = \"no\") do={\r\

\n /ip route add routing-mark=\$routingmarkname gateway=\$newroutinggateway dst-add\
ress=0.0.0.0/0\r\

\n F\r\

\n }\r\

\n}\r\

\n"

=
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Common Problems

Before Running Script

Routes |Nexthops Rules VRF

=] (o] ) [

let. Address IGateway / |Distance IRouting Mark ]
AS P 0.0.0.0/0 172.17.0.1 reachable etherl 1
S P 0.0.0.0/0 172.18.0.1 reachable ether2
S P 0.0.0.0/0 172.19.0.1 reachable ether3

After Running Script

Routes | Nexthops Rules VRF
]Dst. Address ]Gateway / |Distance IRouting Mark ]

AS P 0.0.0.0/0 172.17.0.1 reachable etherl 1

AS P 0.0.0.0/0 172.17.0.1 reachable etherl 1 etherl-mark

S P> 0.0.0.0/0 172.18.0.1 reachable ether2 1

AS P 0.0.0.0/0 172.18.0.1 reachable ether2 1 ether2-mark

S P 0.0.0.0/0 172.19.0.1 reachable ether3 1

AS P 0.0.0.0/0 172.19.0.1 reachable ether3 1 ether3-mark

(
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Common Problems

PCC doesn’t seem to work properly with HotSpot or |IP
Webproxy

* It is possible to make it work but the rules get very detailed and
complicated.

Solution: Use two routers, one for load balancing, one for HotSpot
or I[P Webproxy.

Solution: Use metarouter with host router doing main routing
functions, virtual router doing the load balancing.
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Common Problems

DNS resolves from some clients, not others

* If you are using two different ISP’s and their respective name
servers, possibly some clients are accessing ISP1’s DNS server
through ISP2’s connection and ISP is blocking DNS requests from
outside their IP space.

Solution: Consider OpenDNS, destination NAT with redirect to
DNS cache, etc.
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Common Problems

Strange http issues, some images load, other don’t, problems with
some secure sites

Solution: Try using “both addresses” or “source address “ for PCC
classifier. While “both addresses and ports” gives the greatest
chance for randomization and better possibility for even
distribution, it can create these types of issues.
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Common Problems

| can only get asymmetrical connections, one DSL and one cable
modem.

Solution:You can “weight” one interface higher and force more traffic

through it by repeating the connection marking PCC rule more than once
for that connection.

Example for added weight to WAN3.

/ip firewall mangle

add action=mark-connection chain=prerouting connection-mark=no-mark disabled=\
no dst-address-type=!local in-interface=ether5 new-connection-mark=WAN1l \
passthrough=yes per-connection-classifier=both-addresses:3/0

add action=mark-connection chain=prerouting connection-mark=no-mark disabled=\
no dst-address-type=!local in-interface=ether5 new-connection-mark=WwAN2 \
passthrough=yes per-connection-classifier=both-addresses:3/1

add action=mark-connection chain=prerouting connection-mark=no-mark disabled=\
no dst-address-type=!local in-interface=ether5 new-connection-mark=WwAN3 \
passthrough=yes per-connection-classifier=both-addresses:3/2

add action=mark-connection chain=prerouting connection-mark=no-mark disabled=\
no dst-address-type=!local in-interface=ether5 new-connection-mark=WAN3 \
passthrough=yes per-connection-classifier=both-addresses:3/3

I
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Thank You!

® MyWISPTraining.com
® LearnMikroTik.com
® |SPSupplies.com

® “RouterOS by Example” available for
many distributors or Amazon.com, iTunes
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