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Plan

@ Discuss best QoS practice for

* Large scale user speed limitations

* Prioritization of traffic based on traffic type
2 Implement best practice

You will be able to follow the progress — just
connect to SSID "QoS™ and open up the Winbox

to address 10.1.1.254 (default user name and
password)



User Limitation

Kfs
*You have more than 400 clients

‘Task:
*Divide clients into 3 groups
* Business (4Mbps/1Mbps)
conhnection
* Standard (750kbps/250kbps)
conhnection
* Basic (375kbps/125kbps)
conhnection

T3/E3 line
~40 Mbps




Simple Queue For Each Client

@ Each simple queue creates 3 separate queues:
+ One in global-in (“direct” part)
+ One in Global-out (“reverse” part)
+ One in Global-total (“total” part)

2 Simple queues are ordered - similar to firewall
rules

+ further down = longer packet processing
+ further down = smaller chance to get traffic

(necessary to reduce number of queues)



Possible Solutions

2 RouterOS have 4 queue types:

+ FIFO — First In First Out (for Bytes or for Packets)

+ RED - Random Early Detect (or Drop)

+ SFQ - Stochastic Fairness Queuing

+ PCQ — Per Connection Queuing (MikroTik Proprietary)

@ Firewall Mangle and Address-lists
@ Queue Tree



Default Queue Types

Simple Quewes  Interface Uueues ) Queue Tree  Gueus Types

I'f

Ed

|Interfan::e 4 |E!ueue Type | |"’|
Local ether3 ethernet-default ;
Public_ether ethernet-default
ether? ethernet-default
wlan1_HATA wireless-default
x
Simple Queues  Interface Queues  Queue Tre‘ Uueue Types )
+|=] T
|T_I,I|:|e Mame i |Kin-:| | |"’|
default pfifo
default-zmall pfifo
ethernet-default pfifo
hotzpaot-default zfq
queLe] pcq
4 items gynchronous-default red
wireless-default zfq

¥ items
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SFQ

Behaviour:

Based on hash value from source and
destination address SFQ divides ftraffic into
1024 sub-streams

Then Round Robin =
algorithm will distribute it [ 5 Tcac
equal amount of traffic T 3 Py
to each sub-stream allot: | 1514 Sios | Com

Rermowve
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|
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PCQ

Behaviour:
Based on classifier PCQ divides traffic into sub-
streams. Each sub-stream can be considered
as FIFO queue with queue size specified by
“limit” option

. | New Queve Type x|
After this PCQ can be R ceuel oK

considered as FIFO Kind: [pea #| [ cance
queue where queue A [ i

. . . f d b Lirmit; |50 Copy
flze I_S ] ?pec.l Ie y Total Lirmt; | 2000 Remove

total-limit” option. - Classe
| Sre. Address Dzt Addresz
_ || Src. Part || Dst. Part
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FIFO Queue Size =

PCQ Limit

E FIFO —
Total \
FIFO Queue Size =
PCQ Total Limit




pcg-rate=0

e max-limit=512k mi

1 user 2 users 7 users

@512k  em256k=p —73K—>

o 256k mp — 73K—>
— [ 3K —

— 7 3K —
— 7 3K =
— 73K —>
— 73K —>



pcg-rate=128000

e g X-|[imit=512k m—p-

2users 4users 7 users

o= {28k mpp == 128k = — 73k—>
= 128Kk = == 128k=pp —/3K—>
- 128k = —;gt—"'

= 128K = —73k_'

— 73K =

— 3K —



Plan

@ Create an address list for client classes

@ Use “connection-mark” (mangle) feature to
classify all connections based on client class

@ Use “packet-mark™ (mangle) feature to classify
all traffic based on client class

2 Create a PCQ queue for each client class with
rate option specified

== what about user-user communications???
== . what about unmarked traffic ?



al

Interfaces
Wireless
FPFP
Bridge

IF

R outing

Parts

Hueues
Drivers
System

Files

Log

SHMP

Uszers

Radius

Tools

Mew Terrmninal
Telnet
Pazzwaord
Certificate

bl ake Supot, rif
P anual

E xit

Addrezses
Routes

Pool

YERP

Firewall

Address Lists

I Firewall

Filter Hule&| MHaT | Mangle| Service Ports | Connexti

o

g

4 Address Lists |

[

ol
| M ame /l.'-“-‘-.ddress

Socks
LUPnF
Traffic: Flow
Accounting
SErvICES
Packing
Meighbors
DMS

DHCP Client
DHCF Server
DHCF Relay
|Pzec

Prosy

@ Bazic_clase=Tthent
Q@ ard_clazs_client
@ Basic_clasz_chent

@ Standard_clazz_client
@ Bazic_clasz_chent
@ Busineszs_clazz_client
@ Basic_clasz_clent
@ Bazic_clasz_chent
@ Standard_clazz_client
@ Standard_clasz_client
@ Standard_clazz_client
@ Bazic_clasz_chent
@ Bazic_clasz_clent
@ Bazic_clasz_chent
@ Bazic_clasz_clent
@ Bazic_clasz_chent
@ Busineszs_clazz_client
@ Bazic_clasz_clent
@ Standard_clasz_client
@ Basic_clasz_client

23.1.1001
23.1.100.2
23.1.100.3
23.1.100.4
23.1.100.5
23.1.100.6
23.1.100.7
23.1.100.8
23.1.100.3
23110010
23.1.100.11
23110002
23.1.100.13
23110014
23.1.100.15
231100106
23.1.100.17
23.1.100.18
23.1.100.15
23.1.100.20

Il Firewall Address List -=::Basi|:_clasf x|

M arne: IEusiness_cIass_client - |

]S

Addiess: [23.1.101.224

Cancel

Apply

Dizable

Corment

Copy

Remowve

|dizabled
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Where?

Mangle
Postrouting

( INPUT

(NTERFACH

@ There are 5 places to mangle
2 There are 4 places to limit
Mangle
Forward
Global-in
(and global-total) Decision Decisio
i\
Mangle Mangle Mangle
Prerouting Input Output

y

r

b

oCa

Local
Process-In Process-Ouj

Global-out

(and global-total)

v

QUTPUT

WNTERFACH




Connection-mark rule

I Mangle Rule

General ‘: Advanced * Extra  Action  Statiztics

Src. Address List [ IEasin:_n:Iass_n::Iient

j;

Pl

OF.

Cancel

Apply

Dizable

Carmment

Copy

Remove

Dzt Address List: b
Content: hd
Connechion Butes: -
MAC address: -
Cut. Bridge Part: b
Ir. Bridge Puort: b
|4 Options: b
TOS: hd
TCF t55: -
Facket Size: b
R andom: -
—»— TCF Flagz
—w»— |CHP Optionz

B Mangle Rule

General  Advanced E:-:tra< Achion |}5tati3tic3

Actiorn;

Mew Connection Mark:

X

OF.

mark connection

Cancel

bazic_client_conn

W Passthrough

Apply

Dizable

Camnert

Copy

Hemowve

|dizabled |

|dizabled |



B Mangle Rule

Packet-mark rule

'
.GEﬂEfaq.ﬁ.dvanced Extra  Achon  Statistics

Chair;
Src. Address:
Dzt Address:

Pratacal:
Src. Part:
Dzt Part:

P2P

In. Interface;

ut. Interface:

Facket bark:
Connection kark;

R outing b ark:

Connechan State:

Connection Type:;

X

ak.
Ifcnrwan:l j Cancel
hd Apply
- i
Dlizable
- Comment
- Copy
— Remove
-
-
w
w
I_ Ibasin:_n:lient_n:n:unn j FN
w
w
-

I Mangle Rule

General Advanced E:-:tre( Action )Statistics

X

OF.

Action: I mark. packet

-~

Cancel

Mew Packet tark: Ihasin::_n:lient_traffin::

[~ Paszsthrough

[

Apply

Dizable

Comment

Copy

Remove

|dizabled |

|dizabled |




Working Mangle- Winbox view

I Firewall

Filter Fules  MAT Mandle |Sewi|::e Fartz Connections:  Address Lists

= [ Rl s 00 Feset Counters || 00 Reset &ll Counters

X

fonward j

9P

# Achion Chairi | Mew Packet bark Mew Connection Mark, |Bytes Fackets

F zmark basic client traffic

H # mark. connection forward baszic_client_conn 9393.1 MiB 185393 504
H A mark packet fonward bazic_chent_traffic 225754 MIB 35 292 323
A zomark standard client traffic

H # mark, connection forward standard_client_conn g2h 4 MiB 2747516
H A mark, packet fonward standard_chent_traffic B396. 7 MIB 7 243 925
H mark bussiness client traffic

H # mark connechon  forward buzsiness clent_conn 190.2 MiB 912 904
H A mark. packet forward business_client_traffic 1224 9B 1929 206
7 2z Check for unmarked traffic

H 4 log farward Z062.0 KB 3014
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Working Mangle- Export view

S oip firewall mandgle

add chain=forward sro-address-list=Basic class client action=mark-connection !
newy-connection-mark=basic client connh passthrough=yes comrnent="mark basic !
client traffic™ disabled=no

add chain=forward connection-mmark=hasic client conn actioh=mark-packet !
hnew-packet-mark=basic client traffic passthrough=no comtneht="" disabled=no

add chain=forward sre-address-list=53tandard class client !
action=mwark-connection new-cohhectioh-mark=standard client conh h
passthrough=ves comrent="mark standard client traffic™ disabled=no

add chain=forward connection-mmark=standard client conh action=mwark-packet Y
nev-packet-wark=standard client traffic passthrough=no comment="r Y
dizabled=no

add chain=forward sro-address-list=Business class client Y
action=mark-connection new-connection-mark=business client conn !
passthrough=ves comment="mwark buszsineszs client traffic” diszabled=no

add chain=forward connection-mark=business client conh action=mark-packet !

nev-packet-wark=business client traffic passthrough=no comment="" h
disabled=no
add chain=forward action=log log-prefix="" comment="Check for unmarked

traffic'™ disakbled=no



Queuing Placement

@ Limitation for in mangle chain “forward™ marked
traffic can be placed in the “global-out” or
interface queue

2 |f queues will be placed in the interface queues

+ queues on the public interface will capture only
client upload

+ queues on the local interface will capture only
client's download

2 |[f queues will be placed in global-out download

and upload will be limited together (separate marks
needed)



PCQ Types — Winbox View

Il Queue List EI
Simple Queues  |nterface Queues  Queue Tree( Hueue Types |D
+ — e e
| | | Il Queue Type <PCO_dow ||
Type Hame £ | Kind ;
_PCO_down_ 375k poq General Seftings | Ok, [
PLO_dower_ 44 _ pcq Bate |4M R
PCO_daovn_ 750k, Pt o ( = { | Cancel
PCO_up_128k pcq r Limit: [50 Apply
PCO_up_ 1M pcq
PCO_up_250k pcq Tatal Limit: {2000 Copw
je:au:: i p:!:n — Claszifier
efault-zma ifo
ethermet-default \ Efifﬂ [T Sic. &ddress ('7 Dt .-'-‘u:ll:lress) e
hotzpot-default | sfq ™ Sic. Port [~ Dst Part
zfq sfq
sunchronous-default red

General Settings |

— Claz=zifier

I Queue Type '=::PEQ_I.I|::1§§?E x|
ak.
Hate: I'II'-.-1 ) Cancel
Lirnit: |50 Aol
Tatal Limit: | 2000
Copy
(F Sre. -‘:"-'j'j“ﬁ?) [ Dst Address Remave
I Sic. Port [~ Dst. Part
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Queue Tree — Winbox View

Bl Queue List

Simple Queuss  Interface Queus:  [Husue Tree | Cueue Types

e | = | |« | 2| | 00 Beset Counterz || 00 Reset All Counters
M arne ¢ |Parent FPacket Mark, Lirnit &t | b am Lirrit
= Total_dowvwnload local_ether a 1
1% bazic_client_download Total download  bazic_chent_traffic a 1]
& buzineszs_clent_download Total_download  buzineszz_client_traffic a 1
i%t standard_client_download  Taotal download  standard_client_traffic a 1]
1= Total_upload public_ethera a 1
I 8 basic_clent_upload Total upload basic_chent baffie R 0
R — 0 business_clent upload  Total upload  business_clent traffic | o 0
i% standard_client_upload Total upload standard _client_traffic a 1]
0B queued |EI packets queued
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Queue Tree — Export View

Foqueues tree

add

add

add

add

add

add

add

add

name="Total download" parent=local etherl packet-mark="" limit-at=0 !
gqueue=default priority=1 max-limit=0 burst-limit=0 burst-threshold=0 4
burst-time=0z disabhled=no

name="hasic client downlosd” parent=Total download !
packet-mark=basic client traffic limit-at=0 gqueune=PCQ down 375k priority=3 1!
max—-limit=0 burst-limit=0 bhurst-threshold=0 burst-time=0z diszabled=no
name="standard client download" parent=Total dowhlosd !
packet-mark=standard client traffic limit-at=0 gueue=FPCQ down 750k Y
priority=4 max—limit=0 burst-limit=0 burst-threshold=0 burst-time=03
dizabled=no

name="husiness client download" parent=Total download 1!
packet-mark=business client traffic limit-at=0 gqueue=default priority=1 1!
max—-limit=0 burst-limit=0 burst-threshold=0 burst-time=0z dizabled=no
name="Total upload" parent=public ether3 packet-mark="" limit-at=0 !
gqueue=default priority=8 max-limit=0 burst-limit=0 burst-threshold=0
burst-time=0z disabhled=no

name="hasic client upload® parent=Total upload Y
packet-mark=basic client traffic limit-at=0 gqueue=PC0 up 125k priority==5 !
max-limit=0 burst-limit=0 burst-threshold=0 burst-time=0z disabled=no
name="ztandard client upload” parent=Total upload !
packet-mark=standard client traffic limit-at=0 queuse=PCQ up 250k !
priority=4 max-limit=0 burst-limit=0 burst-threshold=0 burst-time=03 %
dizabled=no

name="huziness client upload” parent=Total upload h
packet-mark=business client traffic limit-at=0 gqueuse=PCQ up 1M priority=1 !
max—-limit=0 burst-limit=0 burst-threshold=0 burst-time=0z disabled=no



PCQ Queue Size

e _~ @t can take only 40
ete. [ —— users to fill the queue
Limit: |50 Apply (because total_limit/limit = 2000/50 = 40)
T otal Lirmit: {2000 Copy ]
~ Cessfe = @ |t is necessary to
[T Sic. &ddress W Dst Address Emove . c . " g9y
[~ Src. Port [~ Dst Port Increase tOtaI_l I mlt
or (and) decrease the
Total_limit = X can take up to 71 PO EL
X*(2000 bytes + 200 bytes) of RAM limit” value

2000 bytes — buffer for 1 packet 2 There must be at
200 bytes — service data for 1 packet
least 10-20 packet
total _limit = 2000 =< 4,2MB RAM .
total_limit = 5000 =< 10, 5MB RAM places in queue
available per user



PCQ Adjustments

@ There are ~340 Basic class clients so:

= pcg_limit = 40
- pcqg_total limit = 7000 ( ~20*340) (~15MB)

@ There are ~40 Standard class clients so:

= pcq_limit = 30
- pcqg_total_limit = 1000 ( ~20*40) (~2MB)

@ There are ~20 Business class clients so:

- pcqg_limit = 20 (1)
- pcq_total limit = 500 ( ~20*20) (~1MB)



Traffic Prioritization

T3/E3 line

~ ~40 Mbps Mbps
~5MbEs abr'oad

T e

Business Class Clients

You have problems with on-line

n ‘ “‘
communications (video, audio, VOIP, | ‘iql!ij.
games) ."iq

Basic Class Clients
Task:

Make necessary traffic
prioritization

N.— ‘
ey

Standard Class Clients




Prioritization plan

DNS S5H ICmP
Telnet HTTP requests

HTTPS

skype

VoIP sFTP

Linage 2 online server Linage 2 online server

World of Warcraft online server
Other online game server

DNS HTTP requests
SS5H

Video conferences

VoIP  skype World of Warcraft online server
Video conferences Other online game server
VPN MSN

mails

HT TP downloads
sFTP  FTP

p2P 8

P2P TICMP mails
Telnet HTTPS

VPN
FTP  MSN

HTTP downloads

T




Where?

Mangle
Postrouting

( INPUT

(NTERFACH

@ There are 5 places to mangle
2 There are 4 places to limit
Mangle
Forward
Global-in
(and global-total) Decision Decisio
i\
Mangle Mangle Mangle
Prerouting Input Output

y

r

b

oCa

Local
Process-In Process-Ouj

Global-out

(and global-total)

v

QUTPUT

WNTERFACH




How?

Group Service Protocol | Dst-Port Other conditions
P2P_services P2P p2p=all-p2p
TCP 110
TCP 995
Mails TCP 143
TCP 993
Download_services TCP 25
HTTP downloads TCP 80 Connection-bytes=600000-0
TCP 20
FTP TCP 21
SFTP TCP 22 Packet-size=1400-1500
TCP B3
DNS UDP 53
TCMP TCMP -
Ensign_services HTTPS TCP 443
Telnet TCP 23
S5H TCP 22 Packet-size=0-1400
HTTP requests TCP 80 Connection-bytes=0-500000

User_requests

Online game servers

Dst-address-list=user_requests

Communication_services

VoIP

Skype

Video conferences

VPN

MSN




Priorities

@ Create packet marks in the mangle chain
“Prerouting” for traffic prioritization in the global-
IN queue

+ Ensign_services (Priority=1)

+ User_requests (Priority=3)

+ Communication_services (Priority=5)
+ Download_services (Priority=7)

+ P2P_services (Priority=8)
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