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Algorithm/ip ipsec proposal
add auth-algorithms=shal enc-algorithms=aes-256—cbc |ifetime=1d pfs—group=modp1024 name=ESP-AES256-SHA

/ip address
add address=172.16.1.1/24 interface=ether3 network=172.16.1.0
add address=192.168.1.1/24 interface=ether2 network=192.168.1.0

/ip firewall nat
add chain=srcnat dst-address=172.16.2.0/24 src-address=172.16.1.0/24
add action=masquerade chain=srcnat out—interface=ether2 src-address=172.16.1.0/24

/ip ipsec peer
add address=192.168.2.1/32 dpd-interval=disable—dpd dpd—-maximum—failures=1 enc-algorithm=aes—256 hash-algorithm=shal |ifetime=1d nat—traversal=no secret=PSK

/ip ipsec policy
add dst—address=172.16.2.0/24 proposal=ESP-AES256-SHA sa-dst-address=192. 168. 2. 1 sa-src—address=192. 168. 1.1 src—address=172.16.1.0/24 tunnel=yes

/ip route
add distance=1 gateway=192. 168. 1. 254

/system identity
set name=RoS-2
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hostname ASAv-4 object network ANY-0.0.0.0
! nat (inside, outside) dynamic interface
interface GigabitEthernet0/0 !
nameif outside route outside 0.0.0.0 0.0.0.0 192.168. 2.254 1
security-level 0 !
ip address 192.168.2.1 255.255.255.0 crypto ipsec ikevl transform-set ESP-AES256-SHA esp—aes—256 esp—sha—-hmac
no shutdown crypto ipsec security—association pmtu-aging infinite
! crypto map CRYPTO-MAP 1 match address ACL-PERMIT-VPN
interface GigabitEthernet0/1 crypto map GRYPTO-MAP 1 set peer 192.168.1.1
nameif inside crypto map CRYPTO-MAP 1 set ikevl transform-set ESP-AES256-SHA
security-level 100 crypto map GRYPTO-MAP interface outside
ip address 172.16.2.1 255.255.255.0 crypto ikevl enable outside
no shutdown !
! crypto ikevl policy 65535
object network LOCAL-172.16.2.0 authentication pre-share
subnet 172.16.2.0 255.255.255.0 encryption 3des
! hash sha
object network REMOTE-172.16.1.0 group 2
subnet 172.16.1.0 255.255.255.0 ifetime 86400
I |
object network ANY-0.0.0.0 tunnel-group 192.168.1.1 type ipsec—121
subnet 0.0.0.0 0.0.0.0 tunnel-group 192.168.1.1 ipsec—attributes
! ikevl pre-shared-key PSK
access—|ist ACL-PERMIT-VPN extended permit ip 172.16.2.0 255.255.255.0 172.16.1.0 255.255.255.0 !
! policy-map global_policy
no pager class inspection_default
! inspect icmp
nat (inside, outside) source static LOCAL-172.16.2.0 LOCAL-172.16.2.0 destination static REMOTE- !
172.16.1.0 REMOTE-172.16.1.0 end




/ip ipsec proposal hostname ASAv-4
add auth-algorithms=shal enc-algorithms=aes-256-cbc |ifetime=1d pfs-group=modp1024 name=ESP-AES256-SHA !
interface GigabitEthernet0/0
/ip address nameif outside
add address=172.16.1.1/24 interface=ether3 network=172.16.1.0 security-level 0
add address=192.168.1.1/24 interface=ether2 network=192.168.1.0 ip address 192.168.2. 1 255. 255.255.0
no shutdown
/ip firewall nat !
add chain=srcnat dst-address=172.16.2.0/24 src-address=172.16.1.0/24 interface GigabitEthernet0/1
add action=masquerade chain=srcnat out-interface=ether2 src-address=172.16.1.0/24 nameif inside
security-level 100
/ip ipsec peer ip address 172.16.2.1 255.255.255.0
add address=192.168.2.1/32 dpd-interval=disable-dpd dpd-maximum—failures=1 enc-algorithm=aes-256 hash-algor ithm=shal no shutdown
lifetime=1d nat-traversal=no secret=PSK !
object network LOCAL-172.16.2.0
/ip ipsec policy subnet 172.16.2.0 255.255.255.0
add dst-address=172.16.2.0/24 proposal=ESP-AES256-SHA sa-dst-address=192.168.2.1 sa-src-address=192.168.1.1 src- !
address=172.16.1.0/24 tunnel=yes object network REMOTE-172.16.1.0
subnet 172.16.1.0 255. 255. 255. 0
/ip route !
add distance=1 gateway=192. 168. 1. 254 object network ANY-0.0.0.0
subnet 0.0.0.0 0.0.0.0
/system identity !
set name=RoS-2 access—|ist ACL-PERMIT-VPN extended permit ip 172.16.2.0 255.255.255.0 172.16.1.0 255. 255. 255.0
1
no pager
1
nat (inside, outside) source static LOCAL-172.16.2.0 LOCAL-172.16.2.0 destination static REMOTE-172.16.1.0 REMOTE-172.16.1.0
1
object network ANY-0.0.0.0
nat (inside, outside) dynamic interface
1
route outside 0.0.0.0 0.0.0.0 192.168.2. 254 1
1
crypto ipsec ikevl transform-set ESP-AES256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec security-association pmtu-aging infinite
crypto map CRYPTO-MAP 1 match address ACL-PERMIT-VPN
crypto map CRYPTO-MAP 1 set peer 192.168.1.1
crypto map CRYPTO-MAP 1 set ikevl transform-set ESP-AES256-SHA
crypto map CRYPTO-MAP interface outside
crypto ikevl enable outside
|
crypto ikevl policy 65535
authentication pre-share
encryption 3des
hash sha
group 2
lifetime 86400
1

funnelfgroup 192.168.1.1 type ipsec—12I
tunnel-group 192.168.1.1 ipsec-attributes
ikevl pre-shared-key PSK
|
policy-map global_policy
class inspection_default
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hostname 10Sv

I

interface LoopbackO

ip address 10.0.99.1 255. 255. 255. 255
I

interface GigabitEthernet0/1

ip address 10.0.0.1 255.255.255.0

no shutdown

I
router bgp 65001

bgp router—id 10.0.99.1

neighbor 10.0.0.2 remote—-as 65002
neighbor 10.0.0.3 remote—-as 65003
neighbor 10. 4 remote-as 65004
neighbor 10. 5 remote—as 65005
neighbor 10. 6 remote—as 65006
neighbor 10. 7 remote—as 65007
network 10.0.99.1 mask 255.255.255. 255

0.
0.
0.
0.

0.
0.
0.
0.
0.
9

énd

KRR E—K




|0S-XEv DR E

hostname XEv
!
interface LoopbackO
ip address 10.0.99.2 255. 255. 255. 255
!
interface GigabitEthernet?2
ip address 10.0.0.2 255.255.255.0
no shutdown
!
router bgp 65002
bgp router—id 10.0.99. 2
network 10.0.99.2 mask 255.255. 255. 255
neighbor 10.0.0.1 remote—as 65001
!
end
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hostname XRv
!
interface LoopbackO
ipv4 address 10.0.99. 3 255.255. 255. 255
!
interface GigabitEthernet0/0/0/0
ipv4 address 10.0.0.3 255.255.255.0

no shutdown
|

route-pol icy PASS BRMICT pass IFEEEL 7= route-policy HifEL &

pass

end-pol icy RIREEE / BIELEVL
I
router bgp 65003
bgp router—id 10.0.99. 3
address—family ipv4 unicast
network 10.0.99.3/32
I
neighbor 10.0.0.1
remote—-as 65001
address—family ipv4 unicast
route-policy PASS in
route—policy PASS out
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| icense grace—period

P!mstname NX-0Sv 5412’/1’&Eﬁlb'f3553" Eﬁﬂﬁ*‘]ﬁﬂ?%‘:ﬂ
! llicense grace-period ;C71t AP Z

feature bgp

' T2 UENHS (120 HEFEX)

interface Ethernet2/1
no switchport
ip address 10.0.0.4/24

! no shutdown *um btb\ﬁﬁg&
interface |oopback0 rfeatureJ:I?’/I‘T“?EEb‘ ﬁ&%"ﬁ?%

ip address 10.0.99.4/32

!
router bgp 65004

router-id 10.0.99.4
address—family ipv4 unicast
network 10.0.99.4/32
neighbor 10.0.0.1 remote—as 65001
address—family ipv4 unicast
I
end
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hostname ASAv
I
interface GigabitEthernet0/0
nameif OUTSIDE
security-level 0
ip address 10.0.0.5 255.255.255.0
no shutdown
I
router bgp 65005
bgp router—id 10.0.99.5
address—family ipv4 unicast
neighbor 10.0.0.1 remote-as 65001
neighbor 10.0.0.1 activate
network 10.0.99.5 mask 255. 255. 255. 255
I

route Nul10 10.0.99.5 255. 255. 255. 255 254
|

énd
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/system identity set name=RoS

(ASA [R#%)RouterOS T#& Loopback Z{ER T4l

/interface bridge add name=|oopback

/ip address add address=10.0.99.6/32 interface=loopback - . — ~

/ip address add address=10.0.0.6/24 interface=ether2 J:DT: %E‘r/a 71410),:&‘&'/&"\
7)o %{ERL. Loopback OXAET S

/routing bgp instance set default as=65006 router—id=10.0.99.6
/routing bgp peer add remote-address=10.0.0.1 remote-as=65001
/routing bgp network add network=10.0.99. 6/32

BGP MixEIIIERIC T |




set system host-name Vy0S

set interfaces loopback lo address 10.0.99.7/32
set interfaces ethernet eth2 address 10.0.0.7/24

set protocols bgp 65007 parameters router—id 10.0.99.7
set protocols bgp 65007 neighbor 10.0.0.1 remote-as 65001
set protocols bgp 65007 network 10.0.99.7/32

BXI3ESH. REE/ZaTVAD
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hostname 10Sv

!

interface Loopback0

ip address 10.0.99.1 255. 255. 255. 255
!

interface GigabitEthernet0/1

ip address 10.0.0.1 255. 255.255.0
no shutdown

!

router bgp 65001

bgp router-id 10.0.99. 1

neighbor remote-as 65002
neighbor remote-as 65003
neighbor remote-as 65004
neighbor remote-as 65005
neighbor remote-as 65006
neighbor remote-as 65007
network 10.0.9 mask 255. 255. 255. 255

end

hostname XEv
|

interface Loopback0
ip address 10.0.99.2 255. 255. 255. 255
|

interface GigabitEthernet2

ip address 10.0.0.2 255. 255. 255.0

no shutdown

!

router bgp 65002

bgp router-id 10.0.99. 2

network 10.0.99. 2 mask 255. 255. 255. 255
neighbor 10.0.0.1 remote-as 65001

!

end

|0S-XEv

hostname XRv
!
interface Loopback0
ipv4 address 10.0.99.3 255. 255. 255. 255
!

interface GigabitEthernet0/0/0/0
ipv4 address 10.0.0.3 255.255.255.0
no shutdown
1
route-policy PASS
pass
end-pol icy
1
router bgp 65003
bgp router-id 10.0.99.3
address-fami ly ipv4 unicast
network 10.0.99. 3/32
!

neighbor 10.0.0.1

remote-as 65001
address—family ipv4 unicast
route-policy PASS in
route-policy PASS out

|0S-XRv

license grace-period
!

hostname NX-0Sv

!

feature bgp

!

interface Ethernet2/1
no switchport
ip address 10.0.0.4/24
no shutdown
!
interface |oopback0
ip address 10.0.99. 4/32
!
router bgp 65004
router-id 10.0.99.4
address—family ipv4 unicast
network 10.0.99.4/32
neighbor 10.0.0.1 remote-as 65001
address—family ipv4 unicast
!
end

hostname ASAv
!

interface GigabitEthernet0/0
nameif OUTSIDE

security-level 0

ip address 10.0.0.5 255. 255. 255.0
no shutdown

!

router bgp 65005

bgp router-id 10.0.99.5
address—family ipv4 unicast
neighbor 10.0.0.1 remote-as 65001
neighbor 10.0.0.1 activate
network 10.0.99.5 mask

255. 255. 255. 255

!

route Null0 10.0.99.5 255.255. 255. 255

!
end

/system identity set name=RoS
/interface bridge add name=|oopback

/ip address add address=10.0.99.6/32
interface=|oopback

/ip address add address=10.0.0.6/24
interface=ether2

/routing bgp instance set default
as=65006 router-id=10.0.99. 6
/routing bgp peer add remote—
address=10.0.0. 1 remote-as=65001
/routing bgp network add
network=10. 0. 9. 6/32

set system host-name Vy0S

set interfaces loopback lo address
10.0.99.7/32

set interfaces ethernet eth2 address
10.0.0.7/24

set protocols bgp 65007 parameters
router-id 10.0.99.7

set protocols bgp 65007 neighbor
10.0.0. 1 remote-as 65001

set protocols bgp 65007 network
10.0.99.7/32
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/system identity set name=R1

/interface bridge add name=Ioopback

/ip address add address=10.
/ip address add address=10.
/ip address add address=10.

0.99.1/32 interface=loopback
0.12.1/24 interface=ether?2
0.13.1/24 interface=ether3

/ip route add dst-address=10.0.0.0/8 type=blackhole

/routing
/routing
/routing
/routing
/routing

/routing
/routing
/routing
/routing

/routing
/routing

ospf
ospf
ospf
ospf
ospf

bgp
bgp
bgp
bgp

bgp
bgp

instance set 0 router—-id=10.0. 99. 1
interface add interface=loopback passive=yes

network
network
network

instance
peer add
peer add

add network=10.0.12.0/24 area=backbone
add network=10.0.13.0/24 area=backbone
add network=10.0.99. 1/32 area=backbone

set default as=65000 router—id=10.0.99. 1
remote—address=10. 0. 99. 2 remote-as=65000 update-source=|oopback
remote—address=10. 0. 99. 3 remote-as=65000 update-source=|oopback

network add network=10.0.0.0/8

peer set
peer set

&I —%% Route Reflector Client ELTERE
TOMRITIERMISE R D iBGP EFUFRET. HilLREISEL

0 route-reflect=yes
1 route-reflect=yes
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