I Switch your RouterBoard

 Daniel Starnowski



I Switch chip on MikroTik RouterBoard

e [t 1s really easy!



I RouterBoard — just an example




I OSI layers

* Switch operates on layer 2 and
forwards ethernet frames between
ports

* Router operates on layer 3 and
forwards IP packets decapsulating
them from frames




I RouterBoard — the anatomy




I RouterBoard — ports and interfaces




I RouterBoard — a routing scenario




I RouterBoard — a bridge




I RouterBoard — IP address on a bridge




I RB2011 — the performance

e fast path:

~1500 Mbps with 1500 B packets
~150 Mbps with 64 B packets
» without fast path:

~1000 Mbps with 1500 B packets
~50 Mbps with 64 B packets
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I RouterBoard — VLAN bridging
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I RouterBoard — VLAN bridging config

» Create VLAN vlan33eth1 with tag
33 on interface etherl

e Create VLAN vlan33eth2 on ether2
* Create bridge vlan33

* Add ports vlan33ethl, vlan33eth?2
and ether3 to the bridge vlan33
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I RB2011 — VLAN bridging test

e 8 different streams
* Only 1500 B packets

e 8 x 122 Mbps — 1% packet loss
(total 976 Mbps)

e 8 x 60 Mbps — 0,1% packet loss
(total 480 Mbps)

13



I The answer — the switch chip
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I The switch chip

* Almost every new RouterBoard with
multiple ethernet interfaces 1s
equipped with a switch chip

 Hardware switch without using CPU

* From ROS v6 — VLAN trunking 1s
possible
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Switch chips in MikroTik devices

o Atheros 8316 |
e Atheros 8327

e Atheros 8227
e Atheros 7240
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I What chip does my RouterBoard have?

—

Au Cuick Set
\# Interfaces
1 Wireless
EE Bridge:
=4 PPP

= Swikch

Switch |F‘|:urt Host  WLAM  Rule

“Ia Mesh

[z55] 1P
w5 IPvE

< MPLS
ﬂ R.ouking

s | W | W |

T
Mame Twpe Mirror Source  |Mirrar Targek
swikchl Atheros 8327
sinikchz Aktheros 8227
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I How to turn the switch chip on?

Ay Quick Set
|8 Interfaces

O wWireless
EE Bridge
=1 PPP

== Switch
“la Mesh
= Ip

gl IPvE
' MPLS
4 Routing
to2 Swskem

e ueles

s | | || |

Interface Ethernet

EalIP Tunnel

IP Tunnel

GRE Tunnel  WLAM WYRRP Bonding LTE

v %| O S
Mame Tvpe Lz MTU |Master F'u:urI:|5wiI:|:h |F'|:|E
R ®ivetherl Ethernet . 1598 none switchl
R 4ipethers Ethernet 1598 none aibchl
R 4i#ethers Ethernet 1593 none aiibchl
R 4ivatherd Ethernet 1593 none aiibchl
R 4j#ethers Ethernet 1595 none aibchl
RS 4iketherd Ethernet 1593 none awitchz
RS #i#cther? Ethernet 1598 none awibchz
RS 4ikethers Ethernet 1593 none swibchz
9 4{#ather Ethernet 1593 none awibchz
9 4i#etherl0 Ethernet 1595 none switch
4i¥sfpl Ethernet 1598 none awitchl
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Interface  Ethernet |Ealp Tumnel  IP Tunnd
| % O | T

|Name # |T3.f|:|e
R #iretherl Ethernet
R 4jretherz Ethernet
R 4jethers Ethernet
R 4i#etherd Ethernet
R #i#ethers Ethernet
RS #irethers Ethernet
RS 4ikether? Ethernet
RS 4j¥ethers Ethernet
S 4irethers Ethernet
S5 #j#etherlD Ethernet

4i¥sfpl Ethernet
11 itemns out of 16 (1 selected)

Interface <etherz =

zeneral | Ethermet

I How to turn the switch chip on?

Status  Owerall Skaks Ok
Marne: |ether2 | Cancel
Type: |Ethernet | Apply
MTLL: | 1500
| | Dizable
Lz MTU: | 1595 | &
Carnrent
Max L2 MTL: |4074 |
Torch
MAC Address: |D4:CA:60:96:0C:E7 |
ARP: |enal:u|e::| ||ﬂ Elink.
— Reset MAC Address
Maskter Port: none *
Reset Counkers
Bandwidth (R T=l: [arherr
_ ether3
Switchy | ohherd
ethers
etheré
ekther?
etherd
etherd
ether10
nonge
sfpl
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I Activating the switch chip

 [f we set ,,master port*™ on ether2 to
,,etherl®, we will activate the switch
chip.

 How many ports will be active on the
chip?
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I Connections without using the chip
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I Activating the switch chip
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I Switch chip — the master port

e Master port — only 1n the same chip
e Only 1 master port possible for a chip

* The master and ,,slave® ports are
equal for the switch chip

* Only one difference — the interface,
the chip will be visible on
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I Switch chip — port names
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I Switch chip — port names

e The same names:

—interfaces seen from the CPU
(etherl, ether2, ...)

—physical ports seen from the chip
(etherl, ether2, ...)

* Only one connection between the chip
(the cpu port) and the CPU (master port)
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I Default configuration of switch chip
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I Default configuration of switch chip

e [n RouterBoards like 2011 or 951

e ctherl — gateway port (not included
in the switch group)

e cther2-etherS — switched ports

e cther2 — master port, used when
configuring IP address, bridge, etc.
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I VLAN bridging — the software version

28



I VLAN bridging with the switch chip
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I Switch chip — preparing the vlans

Switch  Port Host  VLAN |F1L|IE

(= <] [T
Switch 4 |WLAM ID |Ports
aitchl 33 etherl, etherz

Flew Swikch WLAN
Switch: |switchl =] KN, |
WLANID: |44 | | cancel
Ports: |etherl | — Apply
etherz? -
| ¥ Disable
etherd —
| b _opy
|| Independent Learning
Remove

enabled
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I Switch chip — preparing the vlans

* Vlan settings not important as long as
VLAN Mode 1s disabled (default)

* Independent learning — when some
MACs can be visible on different
ports 1n different vlans

- Keeps separate table for the VLAN
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I Switch chip — the trunk port

Switch Port |H|:|5I: YLAM | Rule

i

Name |Switch |vlaMMode  VLAN Header |Default YLAN ID -
etherl swibchl disabled leave as is
etherz swibchl disabled leave as is
ethers swibchl disabled leave as is
etherd swibchl disabled leave as is
ethers switchl disabled leave as is
sfpl-gateway awitchl disabled leave as is
switchl cpu awitchl disabled leave as is
ether10 switchz disabled leave as is _

Swiktch Pork <etherl =
etheré switchz disabled leave as is SR S
ether? switchz disabled leave as is MName: |etherl | oK
etherd switchz disabled leave as is
etherd switch2 disabled leave as is Switch: |5Wit':|"1 | Cancel
switchz cpu switchz disabled leave as is LA e |secure ”il e

MLaM Header: |add if missing || #
Defaulk YLAMN I i —
13 items (1 selected) =t alwizys St_”p
leave as is -
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Switch chip — the access port

Switch  Port |H-:|5t WLAN | Rule

T
Marne |Switch / YLAMMode  |VLAN Header |Default YLAM ID -
etherl switchl SECLIFE add if missing
etherz switchl SECLFE add if missing
ether3 switchl SECUNE always strip 4
etherd switchl SECUNE almays strip 44
ethets siwitchl disabled leave as is
sfpl-gateway switchl disahled leave as is
siwitch1 cpu switchl disahled leave as is
etherl0 switch2 disabled leave asis witch Part <atharss
ethert switchz disabled leave as is BN
ether? switchz disabled leave as is MName: |ether3 | oK
etherd switchz disahled leave as is
etherd switchz disabled leave as is Swikch: |5Wi'1'2|'11 | Cancel
switch cpu switchz disabled leave as is =
P YLAM Mode: |secure ||l| Apply
YLAM Header: |a|wa~,.f5 skrip ||i|
Defaulk ¥LANTD: (33 [ & -
13 items (1 selected) =t |
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I Switch chip — trunk and access ports

 Trunk port:

—Mode: secure

— Header: add if missing
e Access port:

—Mode: secure

— Header: always strip

— Default VLAN ID (a.k.a. PVID)
* No ,,hybrid* ports!
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I Switch chip — the speed test

Uptime: 1d 05:02:51 CPU: 8%

Hide Pas

Interface |Ethernet EoIF Tunmel  IP Tunmel GRE Tumnel | WLAM  WRRP  Eonding LTE

+v —= L gﬁ ?

|Name ¢ |T~;.f|:|e L2 MTLI T Packet (pfs) |Rx Packet (p)s) |
R thridge-local Eridoe 1595 0 bps 0 bps o 0
R 4ibetherl Ethernet 15938 250,3 Mbps 61,3 Mbps g2 333 gz 415
RS #j#etherz Ethernet 15938 250,4 Mbps 60,6 Mbps g2 346 gz 3e0
RS #jrethers Ethernet 1595 955.2 Mbps 955.2 Mbps o2 3583 gz 378
RS #i#etherd Ethernet 1598 958.1 Mbps 57,6 Mbps g2 371 g2 330
R #ibethers Ethernet 1598 0 bps 0 bps a 1]
RS #i*cthers Ethernet 1595 0 bps 0 bps 1] 1]
RS 4itcther? Ethernet 1595 0 bps 0 bps a 1]
RS #i#etherd Ethernet 1595 0 bps 0 bps a 1]
5 4j¥etherd Ethernet 1593 0 bps 0 bps a 1]
5 #i¥retherl0 Ethernet 1593 0 bps 0 bps a 1]
5 4i¥spl Ethernet 1598 0 bps 0 bps a 1]
R rwlanl Wireless (atheros AR... 2290 109.5 kbps 7.9 kbps 11 13
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I Switch chip — the speed test

e With bridging — more than 0.1% loss
visible with 8*60 = 480 Mbps (and
CPU ~ 50%)

e Switch chip — almost no loss with
8*490 Mbps = 3920 Mbps (4 ports
wire speed), CPU unchanged

 From ROS 6.5 — port stats available
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Switch chip
— port stats

e From ROS 6.5
stats available
for the switch
ports (traffic
doesn't need to

g0 through
CPU

Intetface <etherl =

Owerall Stats Ry Staks  Tax Skaks  Traffic |

(o] %

Tu/Rx Rate: 960.0Mbps  |{[959.9Mbps | Cancel
TxRx Packet Rate: |79583pjs |/ |7a57lpfs | apply
TxfRx Bytes: |94.5 GiE |} 1084 GiE | —
Tx/Rx Packets: (100785356 |f[111538328 |
Camrent
Tx/Rx Drops: |III |,|' |IZI |
TexfRx Errors: |III |,|' |III | Toreh
Blirk

B7:: 960.0 Mbps
Br:: 9599 Mbps

BT Packet: 79533 p)s
R Packet: 79571 pjs

Reset MAC Address

Reset Counkers

|Enal:|led |runniru;|

link. ok
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I Switch chip — routing the VL ANSs
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I Switch chip — routing the VLANS

* Include cpu 1n selected VLANS
configuration on the switch chip

 Change VLAN Mode to secure
(header can be leave as is)

e Add VLAN interfaces on the master
port (1n the example — etherl)

39



I What 1f ether3 was the master port?
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Hosts table

Sikch

Switch  Pork  Host |'-.-'LF'.N Rule

+i= | T

|5wit|:h £ |I"-'1.|5.C Address |F‘|:|rt5 Timenu...lDer |I"-'1irr|:|r |'-.-'L.ﬁ.r'-.l IC:
0 switchl D Ca a0 0E: D435 etherz 210 no no
switchl D Chale0E: D434 etherl 210 no no
switchl D¢ Caeali0E: D436 ether3 210 no no
switchl D Caeale0E: D437 etherd 210 no no




I Switch chip's limitations

Feature Atheros8327 Atheros8316 Atheros8227 Atheros7240 ICPlusl75D Other
Port Switching yes yes yes yes yes yes
Port Mirroring yes yes yes yes yes no
Host table 2048 entries 2048 entries 1024 entries 2048 entries no no
Vian table 4096 entries 4096 entries 4096 entries 16 entries no no
Rule table 92 rules 32 rules no no no no

e Mirroring — copies of all frames (in
and out) from source sent to target

* Rules — 1f we want to mirror or block
(etc.) a selected packets
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l Thank you!

e | told you 1t was easy!
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