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MASALAH JARINGAN KAMPUS DI ERA COVID-19

Pandemi saat ini pembelajaran tentu
semuanya berjalan via online. Namun hal
itu menjadi tantangan bagi kami yang
berada di zona perbatasan Kalimantan
Barat di mana ip publik saat ini jumlahnya
terbatas, dan juga koneksi kebutuhan untuk
hosting ke publik semakin hari semakin
banyak hal ini terjadi di kampus kami yang
membutuhkan alokasi seperti  website
kampus, server moodle kampus, server
siakad, repository, sister dikti dan lain lain.
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Pandemi saat ini pembelajaran tentu semuanya
berjalan via online. Namun hal itu menjadi
tantangan bagi kami yang berada di zona
perbatasan Kalimantan Barat di mana ip
publik saat ini jumlahnya terbatas, dan juga
koneksi kebutuhan untuk hosting ke publik
semakin hari semakin banyak hal ini terjadi di
kampus kami yang membutuhkan alokasi
seperti website kampus, server moodle
kampus, server siakad, repository, sister dikti
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Virtual machine
B VM2Linux
& VM3Linux
[ VM4Linux
& VM1Linux
I Windows
B VM5Linux

1S

~ | Guest OS5

VMware ESXi™

Copyright ® 1898-2015 YMware, Inc. All righis reserved.
U.5. and international copyright and intellectual property laws. Vihware products ars
covered by one or more patents listed at httpa/fwww: vimware. comigolpatents.

Version:
Build number:
ESXi version:
ESXi build number:

Host name

Ubuntu Linux (G64-bit) vm2

Ubuntu Linux (G4-bit) vma3

Ubuntu Linux (G4-bit) vm4

Ubuntu Linux (64-bit) vm

Microsoft Windows 10 (6. _
Ubuntu Linux (G4-bit) Unknown

https://shantibhuana.ac.id/
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MASALAH JARINGAN KAMPUS DI ERA COVID-19

n | Certificate

General Details  Certification Path

ﬂ Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

*Refer to the certification authority's statement for details.

| Issued toc  *.shantibhuana.ac.id

Valid from 19/05/2021 te 20/05/2022

Issued by: Sectigo RSA Domain Validation Secure Server CA

Issuer Statement
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SOLUSI JARINGAN KAMPUS DI ERA COVID-19

Sebagai solusi kami
menerapkan VMWare
untuk menghemat biaya
pengeluaran daripada
harus membeli pc
server yang jumlahnya
puluhan.Tetapi dengan
keterbatasan ip publik,
kami dituntut untuk
mengkonfigurasi
jaringan agar dapat
diterapkan proxy untuk
terhubung publik hanya
dengan 1 ip publik saja.

s, — |
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https://shantibhuana.ac.id/



€

SOLUSI JARINGAN KAMPUS DI ERA COVID-19

@16’
Sebagai solusi kami — 7
menerapkan VMWare
untuk menghemat biaya
pengeluaran daripada
harus membeli pc
server yang jumlahnya
puluhan.Tetapi dengan
keterbatasan ip publik, 100 Mbps
kami dituntut untuk
mengkonfigurasi
jaringan agar dapat
diterapkan proxy untuk W LT ol e s
terhubung publik hanya V Ly A F S 2 Mbps 1 IP Publik
dengan 1 ip publik saja. | 4

20 Mbps
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Aai Quick Set
1 CAPsMAM
| Interfaces
1 Wireless
7 Bridge
=% FFP

== Switch
“13 Mesh

25l P

7 MPLS
4 Routing

| 7| = i

457 System
Q Queues
Files
Log

L RADIUS
Tools -
Mew Terminal
Dot1X
MetaROUTER
Partition

|4 Make Supout rf
& Mew WinBox

[ et

= Windows ¥

E

f

©E4+Nxt

Interface

41 etherl
4% ether?

.. Remote Server Latihan

4% ctherd

o Astinet 10 Mbps

4j# etherd TELKOM

= WIFl dan LAN

s etherd
@ lvpn
@ vpn

Interface List Ethemet EolP Tunnel

v % 3 |T
Name Type

Detect Intermet

Actual MTU L2 MTU | Tx

T

~ N R =D

O 0000000000000 8 8=

16 ttems

IP Tunnel GRE Tunnel VLAN VWRRF Bonding LTE

Tx Packet (p/s)

Rx Packet (p/s)

ote Requests

4 O

KiB

ol

QK

Cancel

Apply

Static

Cache

[x]

0 bps
0 bps

Obps
0 bps

0 bps
0 bps

0 bps
0 bps

Obps
0 bps

0 bps
0 bps

Sisi MikroTik Jaringan A

FP Tx Packet (p/s) |FP Rx Pac*

0
0
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Sisi MikroTik Jaringan A

& Quick Set [x]

1 CAPsMAN Interface  Interface List Ethemet | EolP Tunnel IP Tunmel GRE Tunnel VLAN VRRP  Bonding LTE
| Interfaces

P Cycl
1 Wireless =T ower Cycle

“% Bridge MName Type MTU Actual MTU L2 MTU | Tx Rx Tx Packet (p/s) Rx Packet (p/s) FP Tx FP Rx FP Tx Packet {p/s) || ¥

£a PPP s ether? 0bps Obps 0 0 Obps 0bps 0

== Switch . Remate Server Latihar]| jm =1 [

o8 R 4 etherd 0 by Oy 0 0 Oy 0 by 0
5 Mesh - Aetingt 1EDF Mbps Address Metwork Interface 7 b Bs Bs B2

R 4% etherd TELKOM - sE 365.3 kbps 401.0 kbps 677 671 0 bps 0 bps 0
- WIFI dan LAN - : ether3 i

R 4 etherd

258 |P
7 MPLS
&2 Routing

5.6 kbps 12.1 kbps 10 14 Dbps 0 bps 0
etherd TELKOM

= T T =

4o System

Q Queuss
|| Files

_____ Log

S RADIUS
2 Tools [

ethers
etherd

|Em| Mew Teminal
4% Dot1X

=5 MetaROUTER
% Partition

| & Make Supout rif 4 items
&9 MNew WinBox

B &t

| Windows [



Ay Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
i Bridge
= PPP

== Switch
“T5 Mesh

sl 1P

27 MPLS
4. Routing

= T T 7

ios System
g Queues
|| Files

. Log

L RADIUS
2% Tools [
|| Mew Teminal
4 Dot1x

=4 MetaROUTER
¥ Partition

| Make Supout rif
&9 New WinBox

B Ext

B Windows [

@ api-ss
2 ftp
@ ssh
@ telnet

IP Service List

@ winbox

@ OWWW

@ wWww-ss|

Sisi MikroTik Jaringan A




@ azriel@

Sisi MikroTik Jaringan B

.0 on RB1100AHx4 (arm)

1 CAPsMAN Intefface | Interface st Ethemet EolP Tunmel IP Tunnel GRE Tunmel VLAN VRRP  Bonding
| Interfaces
- L A « | % || T | Detect Intemet
1 Wireless
B o MName Type Actual MTU  |L2 MTU |Tx Rx Tx Packet {p/s) Rx Packet {p/s) FP Tx FP Rx FP Tx Packet {p/s) |FP Rx Packet {p/s) hd
Bridge
'i: ISP - A 125 Mbps Indihome Mix GGC
=E FPP R« ether Ethemet 1500 1592 1115.3 kbps 1198.7 kbps 290 320 1192.5 kbps 10.8 Mbps 397 1272
= Switch . 15P -B 20 Mbps Indihome
212 Mesh 1% ether2 Ethemet 1500 15592 0 bps 0 bps 0 0 0 bps 0 bps 0 0
ISP C 5 Mbps Astinet
= P r R s etherd Ethemet 1500 1592 162.0 kbps 12.6 kbps 18 14 132.5kbps 13.6 kbps 23 22
7 MPLS 12 41 etherd Ethemet 1500 1552 Dbps Dbps 0 ] Obps Dbps ] 1]
38 Routing I 5 etherh Ethemet 1500 1552 0 bps 0 bps 0 ] 0 bps 0 bps ] 1]
B 1% etherb Ethemet 1500 15592 0 bps 0 bps 0 0 0 bps 0 bps 0 0
o System " . WIFIOUTDOOR
e Queues 1% ether7 Ethemet 1500 15592 0 bps 0 bps 0 ] 0 bps 0 bp= ] 0
[ Files o WIFI HOTSPOT LOGIN
R s etherd Fthemet 1500 1592 11951 kbps 1069 4 kbps 310 283 10.8 Mbps 11719 kbps 1255 385
L= Lea .. WIFI REKTORAT
_'i:i RADILS R s etherd Fthemet 1500 1592 14 7 kbps 259 kbps i 13 12 8 kbps 233 kbps 5 11
% Tools I i LAB KOMPUTER
_ R 4 ether10 Ethemet 1500 1552 D bps D bps 0 ] Obps D bps ] 1]
[ New Terminal g 41y ether)] Ethemet 1500 1592 0bps 512 bps 0 1 0bps 480 bps 0 1
4+ Dot1x 1 ether12 Ethemet 1500 15592 0 bps 0 bps 0 0 0 bps 0 bps 0 0
% Fatiiion 45 ether13 Ethemet 1500 1552 0 bps 0 bps 0 ] 0 bps 0 bps ] 1]
LR Y Interface <ether]> ==
& Manual :
General FEthemet Loop Protect Owerall Stats  Rx Stats  Tx Stats  Status  (raffic
9 New WinBox
B 5 Tw/Rx Rate: [1115.3kbps /| 1198.7 kbps +
Tx/Rx Packet Rate: | 230 p/s /320 pss
FP Tx/Rx Rate: [1192.5 kbps /(10.8 Mbps
. 7 7
FP Tx/Fx Packet Rate: [337 p/s /(1 272p/fs
Tu/Rx Bytes: |9.8 GiB /|47 0 GiB =
Cable Test
BT 1115 3kbps
B 7 Packet: 250p/s 1
Rx Packet: 320p/s
L P l Inlllin ”“mllllil
enabled running link; ok




@ azriel
Session
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Aa Quick Set

1 CAPsMAN
| Interfaces

1 Wireless
@y Dridge
=@ PPP

== Switch
“5 Mesh
sl |P
27 MPLS

&2 Routing

4o System

Q Queues

|| Files

L. Log

S RADIUS

& Tools

4j# Dot1x

!,.‘: Partition

| 2 Make Supout rf
& Manual

& New WinBox

B et

3| New Teminal
!
Ll

- = 7 7

Firewall

Fiter Rules NAT Mangle | Raw Service Ports

+ &) T
Action

o accept

o accept

o accept

o accept

o accept

o accept

o accept

=

00 =) NN e P =D

X of accept
o accept
o accept

i

22 # mark connection
23 & mark routing
24 # mark connection
25 # mark routing
26 # mark connection
7 # mark routing
28 & mark routing
29 # mark routing
30 & mark routing
o ICMP
3 # mark packet
3z A mark packet
. wifi Hotspat eth7
13 A mark pachet
M # mark packet
.o wifi Hotspaot eth
35 # mark packet
36 A mark packet
i PIMPINAN_RUANGRAPAT
7 ## mark packet
33 A mark packet
o LABORATORIUM_UTAMA

147 items

00 Reset Counters

Chain

prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting
prerouting

prerouting
prerouting
prerouting
output

prerouting
output

prerouting
output

prerouting
prerouting
prerouting

prerouting
postrouting

postrouting
prerouting

postrouting
prerouting

postrouting
prerouting

6.6 on RB1100AHx4 (arm)

Connections =~ Address Lists
o0 Reset All Counters

Src. Address Dist. Address
50,50 50.0/24 50,50 50.0/24
50.50.50.0/24 10.10.10.0/30
50,50 50.0/24 20.20.20.0/30
60.60.60.0/24 60.60.60.0/24
60.60.60.0/24 20.20.20.0/30
60.60 60.0/24 10.10.10.0/30
90.90.90.0/24 90.90.90.0/24
90.90 90.0/24 10.10.10.0/30
19216820023 192.168.20.0/23
19216820023 10.10.10.0/30
70.70.70.0/24 70.70.70.0/24
70.70.70.0/24 20.20.20.0/30
1001001000427 100.100.100.0/27
100100.100.0/27  36.34.35.23
110.110.110.0/25  110.110.110.0/25
110.110.110.0/25  10.10.10.0/30

70.70.70.0/24
70.70.70.0/24

192.168.20.0/23
192.168.20.0/23

90.90 90.0/24
90.90.90.0/24

Layer7 Protocols

Protocol

1 ficmp)
1 licmp)

11 ficmp)
11 ficmp)

11 ficmp)
11 ficmp)

11 ficmp)
11 ficmp)

Sisi MikroTik Jaringa

Src. Port

Dst. Port

In. Inter... |(Out. Int... |In. Inter... |Out. Int... | Src. Ad... |Dst. Ad...

etherl

ether2

etherd

ether?

etherd

etherd

ether7

ether@

etherd

Group-A
Group-B
Group-C

Bytes

500.3 KiB
15239 KiB
0B

10.2 MiB
4005.0 KiB
0B

288 B

0B

0B

75.9 KiB
0B

0B

0B

3222 KiB
1559.1 KiB
0B

56.9 MiB
15950.3 KiB
0B

0B
1367.4 KiB
4069.5 KiB
3.8GiB
200 B
33614 KiB

3539.7 KiB
15.6 MiB

0B
0B

20.8GiB
5.2 GiB

5.4 GiB
2301.5 MiB

Packets

112083
58319
3

0

925

0

3441
28724

271719
11103

0

0

21 666

14 377
20442518
]

36223

36 698
74428

0
0

20372 595
10715785

8 874 527
5258 734

nB



An Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
a1 Bridge

=5 PPP

== Switch
“I3 Mesh

55 IP

77 MPLS

#C. Routing
4o System
g Queues
28] Files

_____ Log

M RADIUS
A Toals

|| New Teminal
4 Dot1X
% Partition

| o Make Supout rf

& Manual

& New WinBox

B Bt

- 7 7 7

N
46,6 on RB1100AHx4 (arm)

N

Servers | Server Profiles | Users User Profiles | Active  Hosts  IP Bindings = Service Ports | Walled Garc
=T

Name Session Time... |ldle Timeout Shared ... |Rate Limit {pce)
* i default 1d 00:00:00  1d 00:00.00 1000

&} dosen none 100 45M/45M 0/0 00 0/0 & 40M/40M

&) mahasiswasb none 220 20M/20M 00 040 040 8 10M/10M

& mhs none 220

MikroTik Jaringan

q sSlall_UJari R Nare JU PV LRIV U WSS S UV T
Hotspot User Profile <dosen =1E3

General | Queue

Address Pool

MName:

Idle Timeout:
Keepalive Timeout:
Status Autorefresh:

Scripts

: |hs-pool-8

Session Timeout:

none
08:00:00
08.00.00

8 items (1

Shared Users:

Rate Limit {ptx):

MAC Cookie Timeout:

Incoming Packet Mark:
Qutgoing Packet Mark:

Open Status Page:

100

1d 00:00:00

Address List:
Incoming Filter:

QOutgoing Filter:

wifihotpsoteth8-Upload
wifihotpsoteth8-Download

always

Transparent Proxy

45M/45M 00 040 0/0 6 40M/40M

*l

*|

Ll

|

|

K

II

Cancel
Apply

Copy

Remove

09.30
23/11/2021

71 i) IND

£ Type here to search Cerah




Aa Quick Set
3 CAPsMAN
|8 Intedfaces
1 Wireless
@y Bidge
=¢ PPP
Switch
“15 Mesh
5 |P
MPLS
Routing
ios System
e Queues
Files
Log
t RADIUS

2%, Tools
|| New Teminal

E

i

B
B

| o Make Supot rif

& Manual
&9 New WinBox

E &i

- 7 7 7

it} wv8.46.6 on RE1100AHx4 (arm)

Simple Queues

| = || % (O T

Interface Queuss  Queue Tree

00 Rezet Counters

Queue Types

00 Reset All Counters

ikroTik Jaringan B

MName Parent Packet Marks Priority Limit At (b |Max Limit .| Avg. Rate Queued Byt | Bytes Packets
& 0HCMP global icmp 1 512k T28k 176 bps DB 16.7 MiB 91785
£ 01-DOWNLOAD global 2 4.2 Mbps 0B 46.1 GiB 43 160 259
& 01-WIFIHOTSPOTDOSENSTAFF-dn 0M-DOWNLOAD 8 75M 50M 3.7 Mbps 0B 215GiB 21055371
& WIFI REKTORAT DOSEM STAFF STAKEH... 01-WIFIHOTSPOTD... wifihotpsoteth8-Download 4 60M EEM 3.7 Mbps 0B 215GiB 21055371
& 01-WIFI_MAHASISW A-dn 0M-DOWNLOAD 4 18M 20M Obps 0B DB ]
& 1-WIFIHOTSPOT-dn 01-WIFI_MAHASIS... wifihotpsoteth7-Download 4 15M 20M Obps 0B DB 0
& LABORATORIUM-UTAMA-TOTAL-dR 0-DOWNLOAD 7 20M 25M Obps 0B 15.2GiB 13218 792
& LABORATORIUM_UTAMA_Download LABORATORIUM-U... LABORATORIUM_UTAMA_Download 7 15M 20M Obps 0B 15.2GiB 13218 792
& PIMPINANBAPAT-TOTAL-dR 0-DOWNLOAD 3 55M E0M 530.0 kbps 0B 5.4 GiB 8884737
& PIMPINAN_RUANGRAPAT_Download PIMPINANRAPAT-T... PIMPINAN_RUANGRAPAT _Download 3 54M 55M 530.0 kbps 0B 5.4 GiB 8884737
& 02-UPLOAD global 2 7246 kbps 0B 56GiB 22 859 959
& 01-WIFIHOTSPOTDOSENSTAFFup 02-UPLOAD 8 28M 50M 559.9 kbps 0B 53GiB 10 874 967
& WIFI REKTORAT DOSEM STAKEHOLDER — 01-WIFIHOTSPOTD... wifihotpsoteth8-Upload 5 25M 45M 559.9 kbps 0B 53GiB 10 874 967
& 01T-WIFI_MAHASISW Aup 02-UPLOAD 4 2M &M Obps 0B 0B ]
& 1-WIFIHOTSPOTup 01-WIFI_MAHASIS .. wifihotpsoteth 7-Upload 4 2M aM Obps 0B 0B ]
& LABORATORIUM-UTAMA-TOTALup 02-UPLOAD 5 25M 3m 0 bps 0B 2146.8 MiB £ 738 356
£ LABORATORIUM_UTAMA_Upload LABORATORIUM-U... LABORATORIUM_UTAMA_Upload 5 23Mm om 0 bps 0B 2146.8 MiB £ 738 356
& PIMPINANBAPAT-TOTALup 02-UPLOAD 3 38M 40M 164 6 kbps 0B 22951 MiB 5 246 536
& PIMPINAN_RUANGRAPAT_Upload PIMPINANRAPAT-T... PIMPINAN_RUANGRAPAT_Upload 3 38M 40M 164 6 kbps 0B 22951 MiB 5 246 536
Interface List
Interface | Interfface List Ethemet EolP Tunnel  IP Tunnel GRE Tumnel VLAN VWRRP  Bonding LTE
L B4 o | 8| (3| | | Detect Intemet
MName Type Actual MTU L2 MTU | Tx R Tx Packet (pss) R Packet (p/s) FP Tx FP Rx FP Tx Packet (p/s) |FP Rx Packet (p/s)
. i ISP - A 125 Mbps Indihome Mix GGC
‘R % ether] Ethemet 1500 1592 910.7 kbps 33.3 Mbps 709 3528 848.7 kbps 20.0 Mbps 603 2241
1 15F -B 20 Mbps Indihome
41 ether? Ethemet 1500 1552 Dbps Dbps 1] ] Obps Dbps 0 ]
ISP £ 5 Mbps Astinet
R 4 etherl Ethemet 1500 1552 157.1 kbps 5.5 kbps 16 1 189.2 kbps 14.3 kbps 21 17
41» etherd Ethemet 1500 1552 Dbps Dbps 1] ] Obps Dbps 0 ]
41» etherd Ethemet 1500 1552 Dbps Dbps 1] ] Obps Dbps 0 ]
4% etherb Ethemet 1500 1552 Dbps Dbps 1] ] Obps Dbps 0 ]
= WIFIQUTDOOR
4% ether7 Ethemet 1500 1552 Dbps Dbps 1] ] Obps Obps 0 ]
o WIFTHOTSPOT LOGIN
B 4} etherB Ethemet 1500 1552 335 Mbps 786.1 kbps 3521 646 15.8 Mbps 766 2 kbps 2169 541
. WIFI REKTORAT
B 4} etherd Ethemet 1500 1552 27 8 kbps 47 6 kbps 28 27 151.2 kbps 82.1kbps 57 51
i LAB KOMPUTER
R 4} ether1D Ethemet 1500 1552 0 bps D bps 1] ] 0 bps 0 bps 0 ]
R 4% etherll Ethemet 1500 1552 0 bps 5.8 kbps 1] 4 0 bps 3 9kbps 0 3
41 ether12 Ethemet 1500 1552 0 bps 0 bps 1] 0 0 bps 0 bps 0 0
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@ Zone Editor
& Domains

DNS converts domain names into computer-readable |P addresses. Use this feature to manage DNS zones. For more information, read the documentation.

Domains

Sisi CPANEL

Displaying 1 to 1 out of 1 item

Domain A Actions

- ‘ + A Record ‘ ‘ + CNAME Record ‘ ‘ + MX Record ‘

kampusg.ac.id
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14400
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14400 X ’ | | o |
14400 MX p | | WD |
14400 A p | | fio
ojsque.ac.id
12400 A 36.89.x.x/32 seac | [@o
\ 14400 A / ’ | | ]
14400 A / ’ | | i

36.89.x.x/32
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™ 14400 A /
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B

14400 A / ] [®

sister.ac.id ~_ [ « A i | | 0
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Log in - VMware ESXi

Pada VM aplikasi terpasang dan ¢« C A Notsecure |
sudah bisa diakses menggunakan

IP address VM tersebhut secara
langsung.

vmware ESXi




Sist VMWare

Pada VM aplikasi terpasang dan
sudah bisa diakses menggunakan ¢
IP address VM tersebut secara [vim

langsung. 0 sosrer
5 nRe
g
B
— i 33H Iz snablad on thia host You should dizable 55H unbaas It s necessary for aominlatrative purpoees. ':';-E‘"':'IE
- Hardwars
= Wode
vl C o o
-
b [l Wit
Recant taske
v v R ~ | R R L




Pada VM aplikasi terpasang dan

6

sudah bisa diakses menggunakan [

IP address VM tersebhut secara
langsung.

i

T Mavigalor

B E oo

[l =nsarver

L wersn)

= Parfarmance summary last nour

Sist VMWare

g 202111723 12:03:39
3 C med host CFU 430 % .
a & B Consumed host memory (nght aas) 2260 GB _.i'
3 ap § ! )
11:35 2 12:45 12735
Racant tasks
T w | T o e w | R o

LI PO AERLTRI DT

) A



Sist VMWare

Pada VM aplikasi terpasang dan

sudah bisa diakses menggunakan m __m
IP address VM tersebut secara e

sbeerver  282%

B FCRUD D0753%

|angsung. Parformance lantware Ewerils Tiush= Loy — 105%
- - o - PCPUZ 127% |

W PCRUZ  130%

FCRU4 D51%
5 W FCFUS  036%
oy © FCRUG 05T %
=j £ s PCRUT  111%
J z M FCFUS  516%
d 3 i FOPUD ani 12:23 1231 12:39
- W TCRUID 145%
- W FCRUT 232%
N W FCFUIZ 123%
Mz _I: | a: U":i-'i"."i RICp e il "
W e W FCRU4 173%
Gl pgrcrun B FCRUIS 129%
i1 B FCPU 1S B Facksge 0 2.32%
O Pa
13 Iema
| Recant taska




Sist VMWare

< C
Pada VM aplikasi terpasang dan | vmware ESXi
sudah bisa diakses menggunakan Eprints

IP address VM tersebut secara N et | O Rebeh
langsung.

Eprints

E Mavigalor

ED B o

£ actione

B

~ (aneral infarmaticn

o
L... B ©

Racant taska

Task ~ | Tarpel LI Ee ) w | Quewed ~ | Staried w | Resull ~ | Gompleled v
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Pada VM aplikasi R e e o
terpasang dan sudah bisa . '
diakses menggunakan IP

Eprints

address VM tersebut " a-
secara langsung. vmware e

g

- = = GZaneral infarmation

I

b Edl Pebwork =
-

bl Vidware Tools

v H =orage

Racant taske




Pada VM aplikasi
terpasang dan sudah
bisa diakses
menggunakan IP
address VM tersebut
secara langsung.

(.

! fr’i 'I'M“J

| 15 Navigalor

oot/inttrd

Lrwxrwxrwx

-> boot/initrd.

drwxr-xr-x
drwxr-xr-x

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-xXr-xr-x

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-xr-xr-x
drwxrwxrwt
drwxr-xr-x
drwxr-xr-x
IrwxXrwxrwx
fvmlinuz-4
Lrwxrwxrwx

boot/vmlinuz

.lmg
|

22
2

~N
w O
NNWDO»OVMNNN

N

13
13
11
15

1
.4.0

1

-4.4.0-17

root
imng-4.4.
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

6-generic
root 33
B-174-generic
root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

176-generic

root

root

-4.4,.0-174-generic
's |

Sisi VMWare

B o) 20 &

nitrd.img.

nlinuz -> boot

/mlinuz.old

-




Sist VMWare

Port groups

Pada VM aplikasi
terpasang dan sudah bis
diakses menggunakan IP | Activep... « | VLANID ~ | Type

address VM tersebut _
secara langsung. 2 s
g
B
F
8
Racant taska

Ta=k ot ATeETl]




Pada VM aplikasi

terpasang dan sudah bisa

diakses menggunakan IP
address VM tersebut
secara langsung.

i Edit estings - Eprints {E £ &.5 virbuzl machine)

o PYOC NEFT QISK VI M IWAR

v |l cru .

o

b il Memory - -

b o Hard disk 1 100 - -

v [ 3251 Contralker O
[ SATA Cantroler O
B3 USE coniraller 1
b [ Metwark Adapler 1 A Metwork - Conrmct

COVDWD Dirive 1 Cladasclore 120 File v Connect

o v e




Sisi Server Ubuntu

&« C A Notsecure

&8 ro. Azriel O X
rd.img-4.4.0-1T&é—generic Y
ITWXIWRIWX 1l root root 33 Mar -» boot/
initrd.img-4.4.0-174—-generic
Adrwxr—-xr-x 22 root root 4096 Jul ik
drwxr-xr-x 2 root root 4096 Sep iba4d
ArWwx—————— 2 root root 16384 Jul st+Lfound
AIWwXr—-xr-x 2 root oot 4096 Jul edia
AIWwXr—-xr-x 2 root oot 4096 Jul nt
drwxr—-xr-x o root root 4096 Jul pt
dr-xr-xr-x 302 root oot 0 How roc
drwx—————-— & root root 4096 Sep T
drwxr-=xr-x 33 root oot 1030 Hov AT
ArWwxr—-xr-x 2 root oot 12238 Peb bin
ArWwxr-xr-x 2 root root 4096 Peb nag
ArWwxr-xr-x 2 root root 4096 Jul rv
dr-xr-xr-x 13 root oot 0 How Vs
drwxrwxrwt 14 root oot 40896 Nov
drwxr—-xr—-x 11 root root 4096 Jul ! MaSUk ke dalam
druxr-xr-x 15 root root 4096 Jul ar i fOIder /Var/WWW dan
lrwXxrwirwx 1l root root 30 Mar -> boot/vmlinuz i . (T ”
-4.4,.0-17T6—generic buat d|rekt0r| home
ITWXIWRIWX 1l root root 30 Mar -> boot/vml untuk Web baru_ Mis:
inuz-4.4.0-174-generic . .
Azriel 7% I v Ivar/lwww/aplikasique

kanitar

Maore networke....
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C A Motsec

Sisi Server Ubuntu

M -

vmware ESXi”
I 1}
drwxr-xr-x 18 root root 4
ArWXIWsSIwWL 2 root whoopsie 4
drwxr-xr-x 7T& root root 4
ArWEIWsr—-x 2 root staff 4
IrWETIWETWE 1l root root
drwxrwxr-x 17 root syslog 4q
ArWwEIrWwsr—-x 2 root mail 4
ArWXrWwsrwt 2 root whoopsie 4
Arwxr-xr-x 2 root root 4
IrWEIWEIwWx 1l root root
Arwxr-xr-x 2 root root 4
Arwxr-xr-x 8 root root 4
ArwxrWwxrwt 243 root root 32
Arwxr-xr-x 7 root root 4
Azriel /7358 2
roeoevaad vAr/wawE 13 -1
total 44
-rw—-r—-r—-- 1 root root
drwxr-xr-x 2 root root
AdrWwxrWwxr-x 16 appuser wWwWw-data
drwxrWwxr-x 50 appuser wWwWw-data
drwrxr-xr-x 18 www-data www-data
drwrxrwxr-x 18 appuser wwWwwW-data

] L e e | L s |

i

-]

[
o

[T T T T
L

[T T T R

S

Qg3 g

[TaRTs]

oo oy

o M

[ TS E R
=

1 a
L=}

[
[ e e = I ]

A = = = =
=

=
[
=t

TR AT ARE !
oy o M

Masuk ke dalam
folder /var/www dan
g buat direktori “home”

Azriel :/vaz/wnit Il

Manitar

Mora netwarke._.

-

untuk web baru. Mis:
/var/lwww/moodle
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drwxr-xr-x 2 root root
drwxr-xr-x 3 root root
lrwxrwxrwx 1 root root
trgb

-rw-r—-r—— 1 root root

RS

root root
root root

Adrwxr-xr-x
drwxr-xr-x 1
ArWwXr-xr-x root root
ArWwXr-xr-x root root
-rw-r——-r—— 1 root root
fetc# cd apacheZ2

B3y on

_!5Zr1?!.fetcfapaciez# 1=
total 84

-rw-r—-r—-- 1 root root 7T
drwxr-xr-x 2 root root 4
drwxr-xr-x 2 root root 4
-rw-r—-r—-- 1 root root 1
-rw-r—-r—-- 1 root root 31
drwxr-xr-x 2 root root 1é
drwxr-xr-x 2 root root 4
-rw-r——-r—— 1 root root
drwxr-xr-x 2 root root 4
druaeresr-= 2 root root 4

19

(=]

19

(=]

[ Y Y
[Ta]

[ Y]

L

19

19

[ e I
o |
3 & v n

-]

[ T L s R T O
L Y S T s (R
[ VI oS R Y S

]
[Ts]
[a)]

[Xa)
o

o5
o

[

19

o B

[

[1a]
im

(X
o
[

[ -

(X
o
[ S =

=1 b

=1 &
O 9 g 9 wmg

[

« Azriel e;cfapaciez# |
- Manitar H

Masuk ke folder web
server misal
/apache2/sites-available



wWarn,

e the

<VirtualHost

k80>
ServerName apIikasique.ac.id
Serverfdmin webmaster@localhost
DocumentRoot Jfvar,/wWwW, . .

PRt aplikasique

# Available loglewvels: trace8, ..., tracel, debug, info, notice,
# error, crit, alert, emerg.

# It is also possible to configure the loglewvel for particular
# modules, e.qg.

#Loglevel info ssl:warn

ErrorLog ${APACHE LOG DIR} aqe error.log

CustomLog 5{APACHE LOG DIR} 3ge access.log combined

# For most configuration files from conf-awvailable/, which are
# enabled or disabled at a global level, it is possible to
¥

f include a line for only one particular wirtual host. For exampl
# following line enables the CGI configuration for this host only
# after it has been globally disabled with "aZdisconf™.

W

Sisi Server Ubuntu

User dapat membuat
file sesuai nama aplikasi
kemudian berisi

ok wWwhE

Dan jangan lupa
7.

ServerName
VirtualHost *:80
ErrorLog
CustomLog
ProxyPass
ProxyPassReversed

SSL CertificateFile
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EP root@vmd: /etc/apachel/sites-available — O *

e the

# It is also possible to configure the loglevel for particular
# modules, =.qg.
#Loglevel info ==l:warn

ErrorLog 5{APACHE_LGG_DZR}flms_errnr.Lng
CustomLog 5{APACHE_LEG_DZR}flms_access.Lng combined

# For most configuration files from conf-available/, which are
# enabled or disabled at a glokal lewvel, it is possible to
# include a line for only one particular wirtual host. For exampl

# following line enables the CGI configuration for this host only
# after it has been globally disabled with "aZdisconf™.
$#Include conf-available/serve-cgi-bin.conf

RewriteEngine Cn

RewriteCond %{REMOTE aDDR} ! Berikan IP Lokal

RewriteCond %{HTTP5} 'on

RewriteRule (.*) https://3{HTTP _HOST}$1 [L]

#RewriteRule ~/(.*) https://3{SERVER NAME}%*{REQUEST URI} [R]
fRedirect permanent "™ "https: ap“kasique_ac_id |=

</VirtualHost>
<VirtualHost *:443>

User dapat membuat
file sesuai nama aplikasi
kemudian berisi
ServerName
VirtualHost *:80
ErrorLog
CustomLog

ProxyPass
ProxyPassReversed

ok wWwhE

Dan jangan lupa
7. SSLCertificateFile

Manitar H

Maore netwaorka_.
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</VirtualHost>
<VirtualHost *:443>

ServerName | aplikaSique.aC.id
servexhlias . gplikasiaue.ac.id
DocumentRoot  yar/www/aplikasique

ErrorLog S{APARCHE LOG DIR}/lms error.log
CustomlLog F{APACHE LOG DIR}/1lms access.log combined

S5LEngine COn
SSLCertificateFile /home/ubuntu/pki/sTar 2pPlkasique .o g4 oo
S5LCertificateEeyFile /home/ubuntu/pki/fstar ac_id.ke

- aplikasique -

# S5LCertificatelChainFile /home/ubuntu/pki/STRR
.ca-bundle

aplikasique -2°-1¢

SSLCertificateChainFile /fhome/ubuntu/pkifapache bundle Kodeunik

o'f.Ccrt

BrowserMatch "™.*MSIE.*"™ nokeepalive ssl-unclean-shutdown downgrad
. e-1.0 force-response-1.0
/\Zrlel S5LCipherSuite ALL:'ADH: 'EXPORTS6:RC44+RSA:+HIGH:: +MEDITUM: +LOW: +55L w

More networke....
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sudo apacheZ2ctl configtest

Khusus kasus global DNS bisa memakan waktu 1-3 hatri.



“MikroTik sangat membantu untuk
mengalokasikan jaringan,
manajemen bandwidth dan

membagi jalur" publik dan lokal
dengan proxy dari VMWare dan
Server Virtual di dalamnya. “



