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i ABOUT ROFIQ FAUZI

e Using MikroTik (v.2.97) since 2005, as Network Engineer at
WISP.

» 2007, Network & Wireless Engineer at INDOSAT Central Java
Area

e 2008, Network & Telco Procurement at INDOSAT Head Quarter

o« 2012-Now, MikroTik  Consultant &  Certified  Trainer
(MTCNA, MTCRE, MTCTCE, MTCWE, MTCINE, Certified
Trainer) at ID-Networkers.

« 2013-Now, Network Manager at WISP Indomedianet, Indonesia

CERTIFIED TRAINER http://www.mikrotik.com/training/partners/asia/indonesia

CONSULTANT http://www.mikrotik.com/consultants/asia/indonesia
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EXPERT LEVEL TRAINERS & CONSULTANS

In the Most Prestigious Networking Certification

OVERVIEW

We are young entrepreneurs, we are only one
training partner & consultant who has expert
level trainers in the most prestigious
networking certification, CCIE Guru , JNCIE
Guru and MTCINE guru, which very limited
number in Indonesia even Asia. Proven that
hundred of our students pass the certification
exam every year. We are the biggest
certification factory in Indonesia.

WEBSITE
www.id-networkers.com



i TOPIC BACKGROUND

MAIN REASON

Another network device can
running on simulator, make easy
to learn and develop network

topology

I have simulator, I am running on
GNS3 Network simulator

Sometime, we want to create
some mikrotik network topology
and test how it works, for
example, we want to make some
test with 4-8 routers to simulate
real network and with real

& [ [ routerboard. We need a It of
A MIKrO' 'k money to make real lab.
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= MIKROTIK SIMULATOR OBJECTIVE

01. LEARN MIKROTIK FEATURES

Easy to learn and practice more of MikroTik

features, anytime anywhere Hotspot
Routing
Firewall evel
02. NETWORK SIMULATION [TV

We can try some features in simulation trammg

Deployment
network lab with any topology before its DHCP : :
will deploy or implement in the real Bandwidth & Implementation

network. Management TEACHING
Real Network

03. TEACHING Tunnel Topology

Teaching someone, In ID-Networkers,
we use to teach MikroTik expert training.

LEARN
FEATURES
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! THE CONCEPT

Put all your devices in your

POCKET
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i TOOLS & INGREDIENTS

© O O O

o

o
‘illg/
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GNS3

GNS3

Graphical Networl

Graphic Network Simulator

Open Source Software
Running on Windows, Linux

Simulate complex network
topologies
Running multi vendor devices

See detail at www.gns3.net

QEMU

DPET‘[ source PI'GCESSDT emulatnr

QEMU

o

o

o

Known as Quick EMUlator
Open source software

Emulates full system

(usually a PC).
Launch a different OS

As alternative: VMware,
Virtual Box, KVM, etc

See detail at www.gemu.orqg
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MikroTik ISO file

o)

o)

Has Mikrotik license level O

Made for x86 hardware

architecture
Usually burn in to CD
To install MikroTik in to PC

or power PC

Download at

www.mikrotik.com/download




= MIKROTIK VIRTUALIZATION PROGRAM

Comparing between VMWare, VirtualBox and Qemu

Possible Put in

COMPANY GNS3 (GUI) License Memory Load Remark
VMWare Only connect Free, commerce | High 1image for 1
router
Virtual Box Yes Free High 1 image for 1
router
Qemu Yes Free Low 1 image for all
router

Qemu is the best emulator to run MikroTik routeros and put on GNS3 Network simulator (GUI)
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! PERFORMANCE GRAPH

This graph represents how if we are using windows 7 and add some Mikrotik-Qemu device (virtual mikrotik
router) in GNS3 , how it will affect performance of our Laptop or PC, especially in memory usage.

2500 UTILISATION

— Run Mikrotik with Qemu (mikrotik virtual
router) will only increase Memory/RAM
1500 _ usage, CPU usage will not affected
Every add one Mikrotik-Qemu on GNS3
1000 +— — :
will consume  memory/RAM usage
approximately 80Mb each router
500 +— —
Mean that if for example we have 4GB
0 4 :

memory, we can calculate:
10 11

Memory Usage (MB)

(4000MB — 1500MB) / 80 = 31 routers

Number of MikroTik Virtual Router
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I HOWTO DO IT

Download MikroTik ISO file

@ Install ISO to Image file

Run image in Virtual Machine

T

a“ Put virtual machine on Network Simulator

GNS3~~

“hical Network Simv’
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i LAB DEMO

1. After download All tool & ISO file, move ISO file to the folder where the GNS3 program
located. Go to command line and move to GNS3 folder.

C:\Users\admin>cd C:\Program Files\GNS3
C:\Program Files\GNS3>

2. Then run the command to make the image file, for example named mikrotik.img

C:\Program Files\GNS3>gemu-img.exe create -f qcow2 mikrotik.img 256M

Until a successful image-making information
Formatting 'mikrotik.img', fmt=qcow2 size=268435456 encryption=off
cluster_size=0

3. Install ISO file to the current image, | assume that the ISO file name is
“mikrotik.iso”, you can adjust file name to match with the following command

C:\Program Files\GNS3> gemu.exe mikrotik.img -boot d -cdrom
"mikrotik.iso"
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i LAB DEMO

4. Qemu will show MikroTik installation process similar to when we install it
using CD-room

B " QEMU - Press Ctrl-Alt to exit grab Just fOI IOW the

INSTALLATION WIZARD

Welcome to MikroTik Router Software installatiom

Move around menu using 'p’ and 'n’ or arrow keys, select with 'spacebar’.
Select all with "a’, minimum with 'm’. Press 'i' to install locally or ¢’ to
cancel and reboot,

[X] system [X]1 ipvb [X]1 routerboard

[X1 ppp [X] isdn [X] routing

[X1 dhcp [X1 kvm [X]1 security

[X] advanced-tools [X] lcd [X1 ups

[X] calea [X] mpls [X] user-manager
[X1 gps [X] multicast [X] wireless

[X1 hotspot [X1 ntp

system (depends on nothing):
Main package with basic services and drivers
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i LAB DEMO

5. After the installation is complete (indicated by RouterOS reboot), close the
window and try boot from image

C:\Program Files\GNS3>gemu.exe mikrotik.img -boot c

Qemu will boot and run routeros until see the login promt MiroTik routeros

6. Put Mikrotik image to the Qemu Guest in GNS3
— Open GNS3 program
— Make a symbol for mikrotik device, click Edit > Symbol Manager
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i LAB DEMO

¥, GNS3 Project- GNS3 zqmumu D R ¢ ymiool Marager i

Fil EEdit ‘Iiew Control Device Annotate Tools Help

: Symboal librairies Customized node settings
= Alals

Undo Cti+Z ‘ J| J lﬂ @ g‘ = m '" Library path: Name: MikraTik ROS
Redo Ctrl< J4J° | - = o —— il
Select all Ctrl+A | Add || Remoe |
Select none Ctrl+Shift+A

= Available symbols 5 Customized nodes
105 images and hypervisors (Ctrl+Shift+] 4 = Built-in symbols ﬁ MikroTik ROS

. Symbol manager Ctrl+Shift+5 @ P frewal
g framne_relay_switch
Preferences.., Ctrl+ Sht+F

[F7) call_manager

@l access_point

@ optical_router 2 |
s : .
sIp_server

.:!!. Oute_Switch_processor
i

a label_switch_router
cloud

voice_router
ids
hub

Choose one of symbol that we want to use as
‘ Qemu Guest, and give a name “MikroTik ROS”

ﬁ printer
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i LAB DEMO

7. Make Qemu Guest in order to load mikrotik image that we create before, in GNS3
menu, go to Edit > Preferences > and go to Qemu Guest tab:

PR ] ¥ T B

Filk m ‘Iiew Control  Device Annotate Tools Help
& ¥ T iz A By | e || |Gornerl |Qemu |
I un F. f‘/ ) #' || Dynamips
Redo Ctrl+Y S — General Setipppd QemuGuest | PIX | wnos | Asa | ms | aws |
Capture
=
- Select all Ctrl+A Qemu r Qemu Guest Settings
Select none Ctel+ Shift+A VirtualBox Qemu fiavar: -j3s§| v
} 105 images and hypervisors Ctrl+Shift+1 et el
Symbol manager Ctrl+ Shift+5 Binary mage: - C:\Program Fies G 3micoticimg (-]
| % Preferences.. Ctrl+Shift+P RAM: 1288
Number of NICs: 5
MCmodel:  [rt8139 v
i L~ - Qemn opaans:
/ [ Use KvM (Linux host only)
dd k backend
g Set Qemu Guest name g“ d“”(ua - |
. . . . o Monitor mode (pause and resume
Set binary image, direct to mikrotik image
& Set virtual memory alocation | se ][ pekte |
e Set number of ethernet card Qe Guest Inages
.'.9 Set ethercart model Name  Image path
T MikroTik C\Program Files\GNS3\mikrotik.img
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LAB DEMO

8. Mikrotik in GNS3 device is ready to use.

¥ GNS3 Project - GNS3 zgqmymu a
File Edit View Control Device Annotate Tools Help

MEXOALEPIECY ZalES

£
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_ S - T e . NN -TOC

Aﬂ devices g
- @ Router c1700
W Router c2600
ﬁ Router c2681
q’a Router c3600

MikroTik MikroTik_2

a & Router 3700

@ e Configure

@) Fouter 7200
- S v Show/Hidethe hostname
& PIX firewall
! Bl As firewall ' Change the hostname
- S Addalink
] ﬁ AW+ router i
&9 Juniper router @ Cange Symbol
@ Ethernet switch ) Change console port
& Ethernet hub B Console
< ATM bridge e
. Capture
a ATM switch b it
i’ 3l
' 0 Frame Relay switch =
- "’ EtherSwitch router B sop
k=9 05 o Reload
" Qemu guest U Delete
VirtualBox guest >

»

fopdogySummary g X
& MikroTik
& MikroTik 2

. Drag and drop mikrotik device from devices

menu to work area.

. Run the device until gemu guest / mikrotik

image has finished booting.

MikioTik
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.Q.
BREAK, its time to QUIZ

Answer the question, and get free MlkrOT\LR%BQ51UI 2HND

Powered by ' « “‘\\g‘i‘x
Freeikeotle SN

dari MU untuk MU
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How to use winbox to remote our
virtual router?
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= INSTALL LOOPBACK INTERFACE

Find the Hardware Wizard command: Then follow this step:

1. Click the Start menu. 1.In the "Welcome to the Add Hardware

2. Search for “cmd". Wizard", click Next.

3. Right-click on “cmd” and select “Run as 2. Select "Install the hardware, manually
Administrator” select from a list (Advanced)" and click

4. Enter “hdwwiz.exe” Next.

3. Scroll down and select "Network adapters"
and click Next.

4. Select under Manufacturer "Microsoft" and
then under Network Adapter "Microsoft
Loopback Adapter" and click Next.

We also possible to create loopback interface
in your PC/laptop using GNS3, in menu
Tool>Loopback Manager
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i PROCESS SCREENSHOT
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Add Hardware

Welcome to the Add Hardware Wizard

This wizard helps you install driver software to support colder
devices that de not suppoert Plug-and-Play and which are not
automnatically recognized by Windows,

‘You should only use this wizard if you are an advanced user or
you have been directed here by technical support.

“= [f your hardware came with an installation CD, it is
recommended that you click Cancel to close this wij||

and use the manufacturer's CD to install this hardwy

To continue, click Mext.

re

list below. select the type of hardware you are installing

If you do not see the hardware category you want, click Show All Devices,

Common hardware types:

EJ]Memory technology driver
{5 Modems

‘j’ Multi-port serial adapters
F dhcnorcasapcs
EPCMCIA adapters

B Portable Devices

75 Ports (COM & LPT)

@ Printers

i SBP2 IEEE 1394 Devices

ware

is ready to install your hardware:

Hardware to install:

_“L' Microsoft Loopback Adapter

To start installing your new hardware, click Next.

<Back || Ne: | [ Cancel

help you install other hardware

The wizard can search for other hardware and automatically install it for you, Or, if yi
know exactly which hardware model you want to install, you can select it from a list.

What de you want the wizard to do?

171 Search for and install the hardware automatically (Recommended)

Install the hardware that I manually select from a list (Advanced};

Adapter
work adapter do you wart to install?

Click the Metwork Adapter that matches your hardware, then click OK. If you have an

au installation dick for this feature, click Have Disk.

Completing the Add Hardware Wizard

The following hardware was installed:
L.
=

Windows has finished installing the software for this device.

Microsoft Loopback Adapter

Manufacturer Metwork Adapter:

] Microsoft ISATAP Adapter

Sl Microsoft Loopback Adapter

5 Microsoft Teredo Tunneling Adapter

[ Microsoft Virtual Machine Bus Network Adapter

Intel
Intel Corporation

5 This driver is digitally signed.

Tell me why driver signing is important

To close this wizard, click Finish.

(e ] [

ID-NETWORKERS | www.trainin
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= CONNECT LOOPBACK INTERFACE TO GNS3

CONFIGURE CLOUD IN GNS3

To connect between loopback interface & GNS3 we need to do following steps:

1. In GNS3 choose device type cloud and drag and drop to work area,.

2. Right click twice on the device to configure it.

3. Go to “C1” menu and tab “NIO Ethernet”

4. Point “Generic Ethernet NIO” to loopback interface that we created previously, if not
yet detected you need to reboot your laptop.

5. Choose, add, apply and OK

CONNECT LAPTOP TO ROUTER DEVICE

To connect between laptop and MikrotTik virtual router device, we need to do following steps:

1. After cloud had been configured, add mikrotik device and Ethernet switch device on work
area.

2. Connect between three of them using link device.

3. Configure IP address on MikroTik device one subnet with loopback interface, now you can
ping and remote it via laptop

ID-NETWORKERS | www.training-mikrotik.com < >
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CONFIGURE CLOUD DEVICE

¥ GNS3 Project - GNS3_loxpuh
Bile Edit View Cont!ut Device Annotete Tools Help

L] Oz‘*; TINTERIEC] T AT N )

Mo ‘ Clouds Q2 node |

Q
e a Router c1700 A
a Reouter 2600
a Router <2691
"a Router 3600
@ Router 3700
a Router c7200
@ i firewsl

NIOEthernet | NIOUD? | NIOTAP | MIOUNDX | MOVDE | mONuL |
|rpcap:[\Device VPP _{B2F TFESC-CB 1-400A-A253-SGBSTES2359F ) < Netwark v |

ipter ‘M3 LoopBack Driver' on local host: loopbad) Add Delete
nio_gen_eth:\device\npf {b2f7fedc-c5h1-4003-a208 - 00007 ea2300f |

[~ |
B0 A5t firewall

i ﬁ AW+ router

a luniper router

@ Fthemet switch
0 @ Ethemet hub
Sy
fe

y, root access required)

=¥ ATM bridge

B Arwiswitch

ﬂ Frarne Relay switch

E:.:: EtherSwitch router
= s Choose loopback
M Qemu guest interface, add and OK
I VirtualBox guest ¢ | !
,-_ Host Eponsoié |
Cloud GNS3 t console, Running GNS3 version 0.8.6,
@ M Coviht () D6 DB GEIProRt, Reset oc | cncd J[ oy |
=%
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Y CONFIGURE DEVICE IP ADDRESS

¥ GNS3 Project - GNST_kpuh
File Edit View Control Device Annotate Tools Help

BROL/CAP |IECY ~aEE° W

All devices g x + | Captures 8 X
R —— |

|| Hostname  Interface

MikroTik

.
|
|

E=
|

- -
fé 5 QEMU (MikroTik) i =ETE
&3
- E;hemet E;Vi;(h
e @@ Ethernet hub
| = ATM bridge
B ATM switch « S MHH HHM KRR TTITITITITT .
Frame Relay switch T _57;%? Ll MHHN KER TTITTTTIINIT KKK
i S.e-———*‘ [E— MHH MHHM HHH (11 KKR RRRRRR nooooon 11 111
- ool MMH MM MMM D11 KKK RRR RRR 000 DOO TT1 L1 4
MHH MM II1 KER RRRRRR ooo  Doo TTT [1T KEK
: ‘ rr MHH HHM [I1 KEEX KKK RRR RRR  00000D TTT I1T KKK
B Host Consale
* Cloud | P MikroTik Router0S 5.26 (c) 1999-2813 http:ssvuu.nikrotik.cons
| MikraTik Copyright (c) 2006-2013 GNS3 Project.
==
ROUTER HAS NO SOFTWARE KEY
You have 23h3%n to configure the router to be remotely ac
y by pasting it in & Telnet window or in U
onkey for more details,
"sof tware 10": BDC
~ontinue?

38=192.168.88.1-24 interface=etl
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CONFIGURE IP LOOPBACK INTERFACE

£/ e Net. » NetworkC.. » |44 || 5ea
Organize « Disable this network device  »
= | Bluetooth Network Connection = | Local A
u u

pe Mot connected o Netwar

_ 9 Bluetooth Device (Personal Area... 3 @ Realtek
L‘h- loopback "'h' Wireles
“omere  Unidentified network P o TAndro)
ﬂ Microsoft Loopback Adapter atﬁ 111k

1 I T s |

4 loopback Properties

| Internet Protocol Version 4 (TCE/IPvd) Prq-p_tl_'r_ﬁgs:_

Metworking | Sharing .

General

Connect using:
¥ Microsoft Loopback Adapter

This connection uses the following tems:

E Corfigure|

for the sppropriate IP settings.

() Obtain an IP address automatically

% Cliert for Microsoft Metworkcs

M S8 005 Packet Scheduler

) gﬁle and Printer Sharing for Microsoft Metworks

[W] - Intemet Protocol Version 6 (TCP/IPvE)

I oo Ptoca Verion 4 TCP/PvA |

v Link-Layer Topology Discovery Mapper 140 Driver
i Link-Layer Topology Discovery Responder

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

Obtain DNS server address automatically

Uninstall

Install...

make easy to identify loopback
interface

Rename interface to “loopback” to

iption

area network; protocol that provides communication
diverse interconnected networks.

Properties

smission Control Protocol/Intemet Protocol. The defautt

i@ Use the following DNS server addresses:
Preferred DMS server:

Alternate DNS server:

[ validate settings upon exit

] i@ Use the following IP address:

:' | 1 address: 192168 . 88 . 3 |
W Subnet mask: 255,255 .255 . 0

f Default gateway: 192 . 168 . 88 . 1

2,12 .,12. 2

C o (o

OK

” Cancel ]

|5
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= REMOTE DEVICE USING WINBOX

o o
__Els.! Edit  View Co!:\k!of
KE2

e devices

—.
-

Device  Annotate Tools Help

Hp | BTy ca@ec o
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Q&K
i 8 x

a Router c1700
Router c2600
& Router c2691
& Router 3600
a Router ¢3700
a Router c7200
a PIX firewsall
BN s firewall
AW+ router
Juniper router
@ Ethernet switch
¥ Ethernet hub
=W ATM bridge
ATM switch
a Frame Relay switch

@3 EtherSwitch router
B s

!_ Qemu guest
£

2 Host

Cloud

& MikeaTik

VirtualBox guest

.

SwWi

MikroTik

= | ranhires =

p
(© 2dmin@192.168.88.1 (MikroTik) - WinBox v5.26 on x86 (x85)

|| Hide Passwords [ (%)

Free Memory: | 110.6 MiE

Total Memory: | 122 8 MiB

CPU:

CPU Count:

CPU Frequency:
CPU Load: |2%

2334 MHz

Routing RPS

System

.

Free HDD Space: |200.8 MB

Cueues

Total HDD Size:

GNS3 management console, Running GMS3 version 0.8.6.

243.8 MB

Files

Copyr

==

© MikoTik WinBox Loader 2218 Lol

Connect To:

Login:

Password:

192,168.88.1 e

v Keep Password
¥ Secure Mode

IV Load Previous Session

¢ | MikroTik

Address

|User

Mote

Log
Radius

Sector Writes Since Reboot:

Total Sector Writes:

Tools

Architecture Name:

New Terminal
ISDN Channels

Board Name:

Version:

[l

Open winbox in your
PC/Laptop and connect to
device IP address

ID-NETWORKERS | www.training-mikrotik.com < >



26

THANK YOU FOR YOUR TIM

And see u in the next MUM

This slide also can be found at www.training-mikrotik.com and www.freemikrotik.com.

“If you cannot survive in the tired of learning, then you will be suffering by the pain of stupidity” (Imam Syafi’i)
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: MY CONTACT DETAILS

If you have any other questions or would like me to clarify anything else, please, let me know. | am

always glad to help in any way | can

@EHO®O
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ADDRESS:

WEBSITE:

EMAIL:

TELEPHONE:

Jakarta & Semarang, Indonesia

www.training-mikrotik.com

rofig.fauzi@gmail.com

+62 8156583545

@mymikrotik

www.facebook.com/ropix

id.linkedin.com/in/ropix/

rofig.fauzi
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