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Agenda

* |PSec basics

* Configure the L2TP/IPSec AC

* Configure Mikrotik Client

e Configure Windows client for Raod Warriors
+ Security and firewalling

+ |PSec Mythbusting

+ Live demo
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¥ EVeryone needs to be connected

* The basic business need: connectivity
 Branch offices, retail outlets, etc.

* Employees on the road need access.
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Answer: Virtual Private Networks

* |n the past: WAN links or private circuits

 Today VPN is a better answer, mostly because
internet connection is fast and cheap.
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-Connectivity needed- »




Problems:

e How do | VPN?
 What about security?

e How to deal with connections from unknown
networks for road warriors?
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Solution:

- ¢ |PSec

e [ 2TP over IPSec with OSPF

e L2TP over IPSec for Road Warriors
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|PSec basics

IPSec is a standard for secure communication

over public networks.

To establish an IPSec connection — 2 phases

Phase 1 — IKE — Internet Key exchange
Phase 2 — IPSec
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Phase 1 — IKE

* Generates keys and Security Associations (SAs)
used for further IPSec encryption

* These keys are used to secure the traffic.

* |KE is configured in IPSec -> Peers

*not how IKE actually works, simplified version
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Phase 2 - IPSec

* Configured in IPSec -> Policy

* Protocols: AH - Authentication Header
ESP - Encapsulating Security Payload
* Modes: Transport
Tunnel
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AH vs. ESP

* AH is used for authentificating traffic only.

 ESP is used for encrypting traffic. ESP also can,
but doesn’t have to authentificate.
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Tunnel mode

* The whole IP packet is encrypted.

ethernet P TCP
header header header TCP Payload

ethernet P AH IP TCP P Pavioad
header header header header header dylod

 Therefore, tunnel mode can be used for VPN.
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o Transport mode

* Only the payload of the packed is encapsulated and secured.

ethernet P
e TCP Payload
header header header
ethernet IP AH TCP
header header header header TCP Payload

* Transport mode is used to secure host-to-host, or end-to-end
traffic. www.atris.sk



Tunnel vs. Transport

Tunnel mode:

+ Simple and very fast to configure.
+ No routing needed.

- Policies need to be configured for all networks taking
part in the VPN, on all devices taking part in the VPN.

- The tunnel is not an actual interface, no OSPF.

*not covered in this presentation
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Tunnel vs. Transport

Transport mode is only for securing traffic, we'need
something else to VPN.

We will use L2TP to tunnel and do the VPN. We will then
secure the L2TP tunnel with IPSec in transport mode.

This provides benefits of an actual L2TP interface and,
therefore, OSPF.

You can do a full mesh between all IPSec peers, or just one
connection to the AC, OSPF will take care of routing.
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T
i ‘What needs to be configured

* Since IPSec works in 2 phases, we need to
configure each phase separatelly.

 Both Phases need to be configured, and need
to match on both endpoints of the IPSec
connection.
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P Configuring IPSec Phase 1

e Configure phase 1:

This will generate the SAs which will later
be used to encrypt the traffic.

The transaction that generates the SAs can be
encrypted by the IKE process differently then
the actual traffic encryption in Phase 2.

*not how IKE actually works, simplified version
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IPSec Peer —part 1

. 'Address — which IPSec partner -

IR Sl . addresses is this configuration for
Address: 0K [
Port: | 500 Cancel —
Auth. Method: [pre shared key [ wy || ® Secret—used to start the key
; P mrr— — exchange and. generation. It can
— also be a certificate )
Exchange Mode: main ¥ Copy _
femove |1 ~ NAT Traversal — encapsulates IPSec
My 1D User FODA: packets in UDP, makmgIPSec NAT 1 .
compatible. — :
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Proposal Check:

obey

IPSec Peer — part 2

Hash Algorithm:

Encryption Algorithm:

md5
Jdes

DPD M

enabled

DH Group:

Lifetime:
Lifebytes:

madp 1024
Generate Policy

1d 00:00:00

Al | el (]

DPD Interval:

15

-l

aimum Failures:

Hash and encryption algorithms
used for securing our traffic.

md5 and sha are supported for
hashing.

Many encryption algorithms are | =
supported (des, 3des, aes128-256)

DPD — very‘useful when the other :_J :

side of IPSec connection dies. ‘
“Www.atris.sk
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R Configuring IPSec Phase 2

* Continue with phase 2:

This will tell the router what to actually
encrypt and which SAs to use

These SAs were generated in Phase 1
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|IPSec policy — part 1

e This tells the router what

traffic should IPSec be —
o applied to.
Dst.f-‘u:ldressi 22232
o B - |
e For traffic from src
address to the dst
address, apply IPSec. — 1
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|IPSec policy — part 2

S p——— e Configure what to do f
i o with the traffic IE

Action: |encrypt Cancel

e (encrypt using ESP

Disable

Transport mode)

SA Src. Address: [1.1.1.1

Level: require

LR N |

%
2

|Psec Protocols: |esp

SA Dst. Address: |2222

Proposal: |default ¥ Remove

s * Which SAs to use, and
enabled Wh'Ch pr0p058| g
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Mame: Iﬂ oK

Auth . Algorthms
md5h v| shal

i ool e Tells our router what

Encr. Algorthms Dizable

i o encryption and hashing

G
v 3des aes-128 i

st o2t Remove algorithms to use in o

Cancel

blowfish twofish

camellia-122 camellia-132 P h a S e 2 .

camellia-256

Lifetime: |[00:30:00 -~

4

*l

FFS Group: \modp10i24

—_— T— ™

enabled default
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y L Configuring IPSec

Configuration tip: enable IPSec logging
/system logging add topics=ipsec
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1

099.1.1

2222

= *simplified network _] .

__for use in all next examples
“Www.atris.sk



L2TP server config

Jip pool
gdd name=12TP Clients ranges=10.255.255.101-10.255.255.253

/rep profile
gdd address-1ist=L2TP Clients local-address=10.255.255.1 name=L2TPF remote-address=LITPF Clients

/orp 3ecret
gdd name=tomas password=pass profile=L2TP service=12tp

Sinterface l2tp-3erver 3erver
et authenticaticon=machap? default-profile=L2TP enabled=ves keepalive-timecut=10




ES% eSS A

IPSec config on the AC . ==

i

/ip ipaec proposal

get [ find default=yes ]| enc-algorithms=aes-128

Jip ipaec peer

add comment=L2TPR/IPSec dpd-interval=53 dpd-maximim-failures=3 exchange-mode=main-l12tp generate-poclicy=ye3a \
hash-algorithm=shal lifetime=lh nat-traversal=yes secret=publicVPNaccess send-initial-contact=no [

fsec e ol |Psec Proposal <dsfault= —
Address: [0.0.0.0/0 | 0K
Part: |5[H] | Cancel Name: | OK
Auth. Method: [pre shared key =] [ opy - Auth. Algorithms
] md5 shal -
Secret: |publicVPNacce55 | -Disable i
- D rIIJ" -'n'pphf -
= i
- Encr. Algorthms 4
Exchange Mode: |main |2p || * | I:l I I:l d — =
[] Send Initial Contact Remove i == HEY
NAT Traversal [ | 3des aes-128 . 1
R i
My ID User FGDN: | | [ ] aes-132 [ | aes-256 Remove | | © . | . ,!;;:
= 4 JiiE
Foosa Crack s B 4 Dbiowish (] twofish ] ] -
Hash Algarithm: |sha [=] D camelia-123 I:‘ camelliz-152 I : ‘—
Encryption Algorithm: |3des ”3' B D camellia-256 | _'_— _i“ﬁ
DH Group: |modp1ﬂ2-1 ” * | 1‘
Generate Policy Lifetime: |{FD:3'D:{FD | - e D “
Lfetine: 010000 | PFS Group: |modp1024 =] “WWW a“lis_sk
; . . . =
Lifebytes: | |~ [ crahlad [ 4= b [ttt —————————————— — ————




onfig on the remote router

'—

\ et /ip ipaec propo3al —= =3
7 19! 2 get [ find default=yes | enc-algorithms=aes-128

f Jip ipsec peer =

;/ add address=AC Public_IP dpd-interval=53 dpd-maximum-failures=3 hash-algorithm=% — .,

/ shal secret=publicVENaccess
Jip ip3ec policy
add dst-address=AC_Public_IP sa-dat-address= AC_Public_IP sa-src-addresa=\
my_WAN_IP src—-address=my_WAN_IP
Jinterface l2tp-client
gdd comnect-to=AC_Public_IP dizabled=no name=L2TER/IPSec password=pass profile=default user=tomas

Mew |Psec Policy |
General  Action |
peter: T+ | | [ s y

Lewel: |require || ¥ Apply

IPsec Protocols: |esp
] Tunnel

Dizable

1
g
g3
[I!I [IH

Protocol: |255 (al) [+] SA Src. Address: (2222 |
Copy
SA Dst. Address: [1.1.1.1 | Co -
ove —_— b B
Proposal: |defa|_||t || ¥ | Remove ~“1
Pricrity: |'I] | ’“
||enabled

I enabled
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Fast OSPF solution

Since L2TP is an interface, we need to do‘routing to be
able to reach the HQ through that interface. We will
use OSPF for our routing needs.

Set a unique Instance Router ID for each router.

Configure OSPF network of 0.0.0.0/0

Note: NOT proper implementation of OSPF
Www.atris.sk



| 4

10.99.1.0/24 ' S

10.99.1.1 2.2.2.2

Communication between the HQ and Office subnets will be poSsiﬁIe.
The packets will go over the L2TP interface, secured withIPSec in Transport mode. .

s
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In bigger networks

L2TP/IPSec AC

Edge router

* This will be presented in live demo.
The basic configuration of the AC is the same.




i " Road Warriors

 Roaming clients don’t want to carry a router around
just to connect to their company infrastructure.

* We will configure Windows to connect directly to our

L2TP/IPSec AC and gain secure access to our inner
infrastructure.

» L2TP/IPSec clients exist in Linux, Mac, Android, iToys...

WWW.atris.sk
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4] | Cerer Coraln ]

L
@ < |T£ + Control Panel » All Control Panel ltems » Network and Sharing Center
v

Control Panel Home

Manage wireless networks
Change adapter settings

Change advanced sharing
settings

See also

HemeGroup

Intel® PROSet/Wireless Tools
Internet Options

Windows Firewall

View your basic network information and set up connections

. ™ y See full map
N W @

TOMAS-TABLET Multiple netwerks Internet
(This computer)

View your active networks Connect or disconnect

Metwork 15 Access type: Internet

Work network Connections: @ Local Area Connection
i VPN Atris Access type: Mo Internet access

Work network Connections: @ VPN Atris

nge your networking settings

Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, er VPN connection; or set up a router or access peint,

L2TP/IPSec on Windo

PRITR T

dband, or dial-up connectien to the Internet,

| Setup a new network
<agg, Configure a new router or access point.

ﬂ' Manually connect te a wireless network
g, Connecttoahidden network or create a new wireless profile.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

@ Troubleshoot problems
Diag! and repair pi or get ing i

Set up a dial-up connection
Connect to the Internet using a dial-up connection,

[ Net || Cancel |




Windows p.2

r

HO Tied G0V m W

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet. TypE the Internet address to connect to

q a ’ Your network administrator can give you this address.

Internet address: AC.ipsec.corp.net

—

< Dial directly Destination name: My corp VPN
Connect directly to a phone number without going through the Internet.

N B

What is a VPN connection?

Use a smart card

@ Allow other people to use this connection
i i i i use this connection.

Don't connect now; just set it up so I can connect later




o —

W . d )
B ' - | EE—
& « Networkand L. » Network Connections » - Search Network Connsctions o
e e

<@
—=) =% ™ —
) N g Organize + - O @
W S5 S 31 T . 8. | Local Area Connection My corp VPN
A MNetwork 15 Disconnected
“ﬁ Intel(R) 82567LM Gigabit Metwork... WAN Miniport (IKEvZ)
| Wireless Metwork Connection

Mot connected

L2TP credentials
| VPN Atris
ﬂu ol G ﬁ Intel(R) WiFi Link 5100 AGN

' WAN Miniport (LZTP)

Type your user name and password

User name: tomas
Password: ‘ ss9 I Wireless Network Connection 2
Show characters . .d Mot connected
x Microsoft Virtual WiFi Miniport A...

Remember this password

Domain (optional):

@
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Windows p.4. .

. ) B — s s o L
i . i -2
? l; g My corp VPN Properties |i| Advanced Properties - u Advanced TCP/IP Settings 3
1 : | IP Settings >
/ | General | Options | Securty | Netwarking I Sharing | Lae 9= |DNS | WINS
1 ’Layar 2 Tunneling Protocol with IPsec (L2TP/IPSec) h Key: that cannet be sent on the local network is forwarded ta the dialup —
== network.
Data encryption: (7 Use certificate for authentication
[H.equire encryption (disconnect if server declines) v] I VVerity the Name and Usage attributes of the server’s certificate I [] Use default gateway on remote network =
Authertication [] Disable class based route addtion
J () Use Extensible Authertication Protocol (EAF)
; Automatic metric
1 Interface metic:
Properties
_ [ ok || canel | !I
@) Allow these protocols
= I
[ Unencrypted password (PAF)
Challenge Handshake Authentication Protocal (CHAP) N etwo r ki ng > I PV4 P ro pe rti es
Microsoft CHAP Version 2 (MS-CHAP w2) A s e
[] Automatically use my Windows logon name and === = —= > Ad Va n Ce d
password {and domain, if any)
| ok || Cancel
. A

— 1
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In bigger networks

L2TP/IPSec AC

Edge router

* This will be presented in live demo.
The basic configuration of the AC is the same.




Live Demo

* Get to a server on corp LAN—-10.3.1.99

—_— T— ™
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R Mythbusters, IPSec edition

IPSec does not work through NAT.
Not true.
a | — .




Live Demo

* Get from my Road Warrior, through the corp
infrastructure to a PC in an Office which is also
connected by L2TP/IPSec — 192.168.2.2

WWW.atris.sk
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I Explaining the routes

-~

Trace complete.

‘G:\Users\tumas}tracert -d 18.3.1._7979
racing route to 10.3.1.99 over a maximum of 38 hops LETPIIPSEC‘AE

i 44 ms 46 ms 42 ms 18.255.255.1 : Router of a subnet on core
2 LS ms 46 m= 45 ms 18.1.8.2

3 47 m= 47 m= 53 m= 18.3.1.99

Destination
‘Trace complete.
C:+Usersstomas>*tracert —d 192_.168.2_.2
Tracing route to 192.168.2.2 over a maximum of 38 hops I
1 ms ms ms 18.255.255.1 Our L2TP/IPSec AC
2 ms ms ms 18.1_8.1 .
3 ms ms ms 1@.255.2.2 Other Office L2TP/1PSec AC

4 ms ms ms 192_168.2.2
Router at the Other Office

race complete.

sllzersstomas »

Destination
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Security:

* |PSec requires the following rules in firewall to
be unblocked on input:

UDP 500 — IKE

UDP 4500 — NAT Traversal
L4 Proto 50 — IPSec ESP

e L2TP needs to also be accessible, but only to
IPSec enabled peers.
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i ";"I\/Iythbusters, IPSec edition

There is no way to allow L2TP server to IPSec
enabled peers only in MikroTik firewall. It
doesn’t have an IPSec policy matcher.

Not true.
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#iSecCure services for IPSec peers only
- » MikroTik firewall doesn’t have an IPSec policy
matcher. But we can easily script this

functionality.

http://wiki.mikrotik.com/wiki/Securing L2TP Server for IPSec

“Www.atris.sk


http://wiki.mikrotik.com/wiki/Securing_L2TP_Server_for_IPSec
http://wiki.mikrotik.com/wiki/Securing_L2TP_Server_for_IPSec

®Mythbusters, IPSec edition

There is no way to use IPSec on MikroTik with a
dynamic WAN IP, because the policy will not
catch the traffic

Not true.
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Resolution

- * Use a script to change the policy when the
WAN [P changes. T

http://wiki.mikrotik.com/wiki/IPSec Policy Dynamic

, www.atrisfsk


http://wiki.mikrotik.com/wiki/IPSec_Policy_Dynamic
http://wiki.mikrotik.com/wiki/IPSec_Policy_Dynamic

Known issues:

If you have multiple IP addresses on the interface which
you use to connect the L2TP.client, the L2TP server will only

respond on the lowest IP.

Dynamically created IPSec policies will never be deleted by
the IPSec deamon.

You can not have more then one 0.0.0.0/0 peer. If you
configure multiple, only one will work.
— Use certificates to solve problems with one PSK for all peers.
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| If youhave any

WHA mer of | questions, please
ngury = (Evvenuen - gsk now, or find
DON'T YOU UNDERSTAND? me after the

ongdi Rl oo _:::ﬁ p resentat | on.
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Thanks fo.r listening

Tomas Kirnak
t.kirnak@atris.sk




