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“Am I the only one who can be 
responsible for this?”



• Router is not accessible

• Lost license key

• Debugging by using Log

• Upgrade

• support@mikrotik.com
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Serial access

http://wiki.mikrotik.com/wiki/Manual:System/Serial_Console



Backup bootloader

http://wiki.mikrotik.com/wiki/Manual:RouterBOOT

• Power off the router

• Press and hold reset button

• Power on the router

• Release reset button after 1-2 seconds

• Perform “/system routerboard upgrade”

http://wiki.mikrotik.com/wiki/Manual:System/Serial_Console


Netinstall

http://wiki.mikrotik.com/wiki/Manual:Netinstall

http://wiki.mikrotik.com/wiki/Manual:RouterBOOT


Netinstall

http://wiki.mikrotik.com/wiki/Manual:Netinstall

• Use latest Netinstall

• Firewall must be off

• IP of computer and Netinstall must be on same subnet

• If you use Windows, then gateway IP must be specified

• Other DHCP servers must not be involved

• Router must be connected on boot interface

http://wiki.mikrotik.com/wiki/Manual:Netinstall


Netinstall

http://wiki.mikrotik.com/wiki/Manual:Netinstall

• To start installation you must power on the router with 
pressed reset button and wait until it shows up in Netinstall

• If you use bootloader, then under “o - boot device ” select 
“1 – boot Ethernet once, then NAND”

http://wiki.mikrotik.com/wiki/Manual:Netinstall


Configuration reset

http://wiki.mikrotik.com/wiki/Manual:Reset

Power on the router with pressed reset button and wait until 
USER LED starts flashing. Now release the button.

http://wiki.mikrotik.com/wiki/Manual:Netinstall


Interface is down
Router is working but there is no link on any of interfaces 

• Cable?

• PoE?

• Hardware?

• Software?

http://wiki.mikrotik.com/wiki/Manual:Reset


Exchange device
Swap device to be sure that hardware is not faulty



Overloaded router

If we talk about CPU, then 
there is no >100% load...
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x86

http://wiki.mikrotik.com/wiki/Manual:License

Request replacement key which costs $10



Router

http://wiki.mikrotik.com/wiki/Manual:Upgrading_RouterOS

• Upgrade RouterOS to the latest version

• Upgrade firmware “/system routerboard upgrade”

• Generate supout file and send it to MikroTik with 
explanation how it happened

http://wiki.mikrotik.com/wiki/Manual:License
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Standard Log

http://wiki.mikrotik.com/wiki/Manual:System/Log

Log shows all actions which are enabled under System/Logging



Add new debug Log rule

http://wiki.mikrotik.com/wiki/Manual:System/Log

System/Logging

http://wiki.mikrotik.com/wiki/Manual:System/Log


Check new Log messages

http://wiki.mikrotik.com/wiki/Manual:System/Log

Log now shows also pptp,debug messages

http://wiki.mikrotik.com/wiki/Manual:System/Log


Extend Logging

http://wiki.mikrotik.com/wiki/Manual:System/Log

Enable packet logging

http://wiki.mikrotik.com/wiki/Manual:System/Log


Use new Log messages

http://wiki.mikrotik.com/wiki/Manual:System/Log

Log now shows also pptp,debug,packet messages

http://wiki.mikrotik.com/wiki/Manual:System/Log


Log to file

http://wiki.mikrotik.com/wiki/Manual:System/Log

System/Logging/Action

http://wiki.mikrotik.com/wiki/Manual:System/Log
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http://wiki.mikrotik.com/wiki/Manual:System/Log


Select version

http://www.mikrotik.com/download

• Legacy – RouterOS v5 latest version (5.26)

• Bugfix only – RouterOS v6 release which is 
considered as the most stable one (6.32.4)

• Current – RouterOS v6 latest full and 
tested release (6.35.2)

• Release candidate – RouterOS v6 version 
with all changes and fixes included (6.36rc)



Check changelog

http://www.mikrotik.com/download

http://www.mikrotik.com/download


Perform upgrade

http://wiki.mikrotik.com/wiki/Manual:Upgrading_RouterOS

System/Package/Check For Updates

http://www.mikrotik.com/download
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All is bad and you need help

http://www.mikrotik.com/support.html



Router is rebooting itself

• Reboot because of power outage or 
without proper shutdown usually is caused 
by hardware issues or bad powering

• Reboot because of kernel failure or 
watchdog timeout usually is caused by 
software

http://www.mikrotik.com/support.html
http://www.mikrotik.com/support.html


Serial output
Upgrade device to the latest version!



Supout file
• Upgrade device to the latest version!

• Reproduce problem

• Generate supout file after crash no matter what

• Wait until file generation process is complete

• Download file from router (and autosupout.rif if 
you have one)

• Do not reboot device in the middle



Memory leak

• Upgrade device to the latest version

• Reboot router

• Wait for a while and generate supout file

• Monitor free RAM memory

• When it is low generate another file

• Do not reboot device in the middle



Configuration issue
• Upgrade device to the latest version

• Enable debug logs to file

• Reproduce problem so Log would be 
correct

• Generate supout file or files if multiple 
devices are involved



What to tell?

ASAP? URGENT!

Make this your priority!!!

RouterOS is full of BUGS

!!!!:@:@:@:@

Please, Please, Please!!!

I have 25 years of 
experience

Give me full configuration



What to tell?

• Briefly explain what has happened

• When it happens

• What did you do to make it happen



What to send?

• Supout files (always)

• Log files (always)

• Pictures and videos (always)

• Serial output (in case of reboot)

• Networking topology (configuration issue)



Automated reply

Reply with same ticket number in subject



Read and execute

• Do everything what is asked, if it is 
possible

• Make notes and document results

• Make new files after configuration changes

• Reply within same ticket and provide new 
information



Tips and Tricks

http://wiki.mikrotik.com/wiki/Tips_and_Tricks_for_Beginners_and_Experienced_Users_of_RouterOS



Enjoy the MUM!

http://wiki.mikrotik.com/wiki/Tips_and_Tricks_for_Beginners_and_Experienced_Users_of_RouterOS



	Slide 1
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43

