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NSQAttacker B

The common single broadcast domain network is shown in
the picture.

When an attacker A attacks, RB450G and AP will quickly Attacker A RB450G
paralyzed, thus made the Internet to disconnect. \Sw

Assume that the attacker A hardware is strong enough to send
enough packets per second. All network devices will be paralyzed,
including PC. All devices will receive a large number of broadcast
packets, all equipment CPU will continue to high load load, poor
hardware equipment will be in a state of crash.

When an attacker B attacks, because it is from a wireless
connection, so the strength of the attack may not be
enough to disable the entire network,but it is enough to
make the current network quality significantly reduced.
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Neighbor attack packet structure,

1LRELHIEEBEMAC, REIMR, RRERAR, mhE, FS5, "&%, | BEO24
%, neighbor data package comprise by MAC, system identity, system version, brand,
serial number, device name, broadcast interface name
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foreach interid in=[/interface ethernet find | do={
:global interna [/interface ethernet get $interid name]

/Interface ethernet switch ingress-port-policer add burst=2k meter-
unit=packet packet-types=arp-or-nd,broadcast port=$interna rate=2k}
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